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SECTION 4
ACCESS CONTROL – Entry
GENERAL
SUMMARY
Section includes
Electronic Access Control
Door Entry Systems
Related sections
28 13 00 Access Control
28 13 33 Access Control Interfaces
Products
{Delete any that are not required for this project} 
{Choose to use either the Paxton product name or a general name for each}
[Premium Touchscreen Panel] [Entry Touch Panel]
[Standard Panel] [Entry Standard Panel]
[Audio Monitor] [Entry Audio Monitor]
[Standard Touchscreen Monitor] [Entry Standard Monitor]
[Premium Touchscreen Monitor] [Entry Premium Monitor]
[Door control unit] [Entry Control Unit]
[Access Control software] [Entry Configuration Utility]
System
A door entry system is required for enhancing security at the facility. 
The following system components are required:
An Entry Panel for determining whether a known user is allowed access, and as a method of communication for unknown users to contact a building’s occupants. 
An Entry Monitor for allowing occupants to validate entry to unknown users via a location on the network.
An Access Control Unit (ACU) that contains door release relays and inputs to sense and control door state.
Access Control software for configuring, maintaining and monitoring the Entry system.
The above products combined shall form a Door Entry System that meets all of the requirements specified in this document.
The Door Entry System shall be a state-of-the-art audio door entry system used to enhance security at a facility. {If using Audio Only Monitors only}
The Door Entry System shall be a state-of-the-art audio and video door entry system used to enhance security at a facility. {If using Monitors which contain a screen}
The system shall meet the access control requirements of the project.
The Door Entry System shall be scalable, allowing for additional Panels, Monitors and ACUs from the same manufacturer without requiring change or affecting existing functionality.

PROJECT REQUIREMENTS
Door Entry Panels shall be installed next to exterior access points.
An ACU shall be installed for each access point to be controlled.
Door Entry Monitors shall be installed on the secure side of access points.
{Delete if necessary} The Entry system shall be installed into a site with an existing [Paxton] access control system.
{Delete if necessary} The Entry system shall be installed with additional [Paxton] access control hardware and software to form a complete access control solution.
Overall system capability
The system shall be capable of controlling a single entry point, and expanding one door at a time, up to a minimum of 100 doors.
Each ACU shall be able to manage the hardware necessary to secure one door. If entry and exit is required, only one controller shall be required.  
The system shall support 1,000 Monitors. Each Monitor can be addressed individually at any, or a selection of, access points.
The system shall support 4 SIP clients for each unique Monitor address.
Equipment provided by the Door Entry System manufacturer shall be plug-and-play, allowing for quick and simple installation.
Components of the Door Entry System
Door Entry System hardware, which shall include:
The Panel’s used to determine whether a known user is allowed access, and as a method of communication for unknown users to contact a building’s occupants.
The ACU’s that contain door release relays and inputs to sense door state.
The Monitor’s that allow occupants to validate entry to unknown users via a location on the network.
Communication, which shall include:
The ACU’s that operate with the Panels shall utilise TCP/IP as primary communication, Each ACU shall include TCP/IP as standard. No add-on modules shall be allowed.
UDP shall be used for automatic discovery of equipment, as well as synchronisation between ACUs’, and to provide equipment with firmware upgrades when available. This shall be communicated unicast from the configuration software to the panel or monitor.
While a panel is in an observable state, multicast UDP is used to communicate audio and video such that it can be received by multiple monitors.
While a panel is in a call, unicast UDP is used to communicate audio and video such that only the intended recipient can see and hear the visitor.
The Panels, which:
Shall provide a method for gathering identity (proximity reader / PIN entry). 
Shall allow audio to be communicated to a monitor to verify a visitor. 
Shall allow video to be communicated to a monitor to verify a visitor. {When used in conjunction with a Monitor that has a display}
Shall have the ability to address a selected Monitor. 
The Monitors, which:
Shall receive audio from a panel when required to verify a visitor.
Shall receive video from a panel when required to verify a visitor. {When used in conjunction with a Monitor that has a display}
Shall have the ability to unlock an access point while communicating with a panel.
The ACUs, which:
Shall be intelligent input and output controllers that provide control and monitoring of an access point. (Electronic locking hardware, door position monitoring devices and exit request devices).
Shall have the ability to communicate with an existing Access Control System (ACS).
The Door Entry System shall provide the following as a minimum:
Access Control.
CCTV Video Integration. 
Door state monitoring (via a Monitor).
SIP communication with visitors (via a SIP device and a Panel).
Remote access control (via a Monitor or SIP device and a Panel).
License free configuration software and lifetime updates at no charge.

DEFINITIONS
Access Control Unit (ACU): An intelligent peripheral control unit that provides the interface between the Management and Monitoring Subsystem and the devices installed at the access portal for the purpose of restricting access and monitoring the portal status.
Access Control System (ACS): A system consisting of hardware and software, with the primary purpose of managing users’ access around a site or building, and reporting on users’ activity.
I/O: Input/Output.
IP: Internet Protocol incorporated into Microsoft Windows.
LAN: Local area network.
Monitor: A piece of hardware that allows an occupant to validate entry to an unknown user via a location on the network.
Multicast: Communication where information is addressed to multiple recipients simultaneously.
Occupant/Resident: The user of a Monitor or the user of a reader. 
Panel: A piece of hardware used to determine whether a known user is allowed access, and as a method of communication for unknown users to contact a buildings occupants.  
PC: Personal computer, used as the Central Station, workstations, and file servers.
PoE: Power over Ethernet.
Reader: A credential reader or biometric reader that captures the credential information and passes it to the ACU for processing.
RS-485: A TIA/EIA standard for multipoint communications.
SIP: Session Initiation Protocol.
TCP: Transport Control Protocol incorporated into Microsoft Windows.
Token: The electronic credential issued to a person. This device contains the encoded number that is used to determine if access will be granted or denied.
UDP: User Datagram Protocol incorporated into Microsoft Windows.
Unicast: Communication where information is addressed to a single recipient.
UPS: Uninterruptible power supply.
USB: Universal Serial Bus.
Visitor: The user of a Panel. 
WAN: Wide area network.
Windows: Operating system by Microsoft Corporation.
Workstation: A PC with software that is configured for specific limited security system functions.





ACCESS CONTROL DESCRIPTION
General 
Users shall be identified and processed through any of these means:
Presenting a token to a reader.
Entering a unique PIN in a keypad.
Presenting a token to a reader in combination with a unique PIN. 
Video and/or audio verification by an occupant via an Entry Monitor.
The system shall not use facility codes for card credentials.  Each token/credential shall have a unique 40-bit encryption for high security.
The system shall provide for unique card serial numbers, so the user will not need to determine the next sequence of cards to purchase.
Configuration software
Software to configure the system shall be included at no additional cost.
The software shall feature:
A graphical user interface to show pull-down menus and a menu tree format that complies with interface guidelines of Microsoft Windows operating system.
A mobile application for user administration, event reporting, door open and roll call.
The mobile application will be available for Android and iOS devices.
System license shall be for the entire system and shall include capability for future additions that are within the indicated system size limits specified in this Section. There shall be no license fee or yearly renewal fees.
Access shall be restricted using password-protected operator login.
The Server software at a minimum shall support the following operating systems:
Windows 10 Pro 64Bit
Windows 8 & Windows 8.1
Windows 7
Windows Vista
Windows Server 2008 & 2012
Number of PCs required
There shall not be a limit to the number of PCs that can run the configuration software. (Limits shall be placed based on the SQL licensing.)
There shall not be a limit to the number of mobile devices that can install and run the Android and iOS mobile application.
PERFORMANCE REQUIREMENTS
Equipment used shall be covered by a manufacturer’s guarantee for a minimum of 5 years. The following aspects shall be covered: 
Electrical
Electronic
Component
Mechanical 
Any change made in the configuration software shall automatically be sent to all Panels and Monitors.
System capabilities shall be at a minimum:
100 Panels
1,000 Monitors
4,000 SIP devices


QUALITY ASSURANCE
[The Door Entry System vendor] [Paxton] shall offer a 5-year non-prorated warranty to cover the Door Entry components and include all software upgrades.
RELATED DOCUMENTS
The Door Entry System must interact with other physical parts of the facility and any construction either new or remodelled. 
When determining locations for placement of access control devices, the installer shall follow all appropriate building codes and laws concerning life safety and construction.
GENERAL REQUIREMENTS FOR FUNCTIONALITY
From a Monitor, it shall be possible to monitor an access point that is associated with a Panel: {For Monitors which contain a screen only}
A resident shall be able to view the video from a Panel while that Panel is not in a call.
A resident shall be able to listen to the audio from a Panel while that Panel is not in a call.
A resident shall be able to see the state of associated doors while viewing video from a Panel.
A resident shall see alarm events as they occur.
It shall be possible for a Panel to address a Monitor.
Residents shall be sorted according to the installer’s setting, allowing a resident to be selected in a variety of ways, including the following:
Text list
Text search
Numbered list
Numbered search
It shall be possible for a visitor to make a call via a single button or touch.
Once a call is in progress, it shall be possible to unlock the associated door from the Monitor.
At the Monitor, the state of the door shall be indicated.
From the Monitor, the occupant can unlock the door via a single button.
The visitor shall be able to leave a voicemail in the event of there being no answer.
If there is no answer, the Panel shall prompt the visitor to leave a voicemail.
The voicemail shall be up to a minimum of 30 seconds long.
It shall be possible to associate a SIP device with a Monitor.
An occupant shall be able to link their SIP device with their Monitor.
Whenever the Monitor is called from a Panel, the occupant’s SIP device shall also ring.
The occupant shall be able to unlock the door via their SIP device.
Custom functionality and control shall be available at a Monitor using action buttons.
Action buttons shall be configurable using the system’s configuration software.
Action buttons shall be able to change the state of relays on an access control unit.
At minimum, each Monitor shall support 2 action buttons.
When connected to an ACS, the ACS shall record door entry events.
An event shall be generated for the following:
When a door is unlocked.
Following a call, when the door is not unlocked.
When a call is not answered.
When a Monitor views the video from a Panel.
While viewing video, when the door is unlocked.
When a call is made from a Panel to a Monitor.
When an action button is pressed
All events shall be time and date stamped.
Where applicable, events shall contain which door and Monitor they relate to.
The monitor shall offer doorbell functionality:
The monitor shall provide a 2-wire doorbell input.
When a doorbell is triggered, every monitor on the same ID as the connected doorbell monitor shall play the doorbell tone.
The doorbell tone shall be configurable to differentiate it from the Panel call tone.
COMPLIANCE
All Standard Monitors shall comply with the following standards:
EMC Directive 2014/30/EU
Low Voltage Directive 2006/95/EU
RoHS Directive 2011/65/EU
Safety Standard IEC 62368-1:2014
EMC Emissions EN55032:2015
EMC Immunity EN55024:2010
FCC 47 CFR Part 15B and ICES-003
All Premium Monitors shall comply with the following standards:
EMC Directive 2014/30/EU
Low Voltage Directive 2006/95/EC
RoHS Directive 2011/65/EU
Safety Standard IEC 60950-1:2015
EMC Emissions EN55032:2015
EMC Immunity EN55024:2010
FCC 47 CFR Part 15B and ICES-003
All Audio Monitors shall comply with the following standards:
EMC Directive 2014/30/EU
Low Voltage Directive 2006/95/EC
RoHS Directive 2011/65/EU
Safety Standard IEC 62368-1:2014
EMC Emissions EN55032:2015
EMC Immunity EN55024:2010
FCC 47 CFR Part 15B and ICES-003
All Panels shall comply with the following standards:
EN 300 330 for 125 kHz and 13.56 MHz radio
EN 301 489-1 for EMC
FCC part 15C.207, 209 and 215
IEC 60950-1 for safety
IEC 60950-22 for safety outdoor
IP55 for ingress protection
Low voltage directive (LVD)
ISED licence-exempt RSS standard(s)
The Radio Equipment Directive (RED)
All Vandal Resistant Panels, in addition to the above Panel standards, shall comply with the following:
BS EN 62262 (IK10) for Vandal resistance


GENERAL REQUIREMENTS FOR COMMUNICATIONS
Panel to ACU/Monitor
The Panels shall communicate to the ACU and Monitors over a TCP/IP LAN. The network shall be required to support the following:
IPv6
PoE
Maximum distance between Panel and network connection shall be 100m (328')
The Panel shall support Multicast and Unicast communications.
Monitor to ACU/Panel
The Monitors shall communicate to the ACU and Panels over a TCP/IP LAN. The network shall be required to support the following:
IPv6
PoE
Maximum distance between Monitor and network connection shall be 100m (328').
Doorbell to Monitor
Each Monitor shall provide a 2 wire push-to-make input for a doorbell.
The doorbell input shall provide power, to support 8 volt illuminated door bells.
The doorbell shall only be triggered once per contact.

PRODUCTS
MANUFACTURERS
{Delete if necessary} Acceptable manufacturer: Paxton
Email address: {Delete options which are not required}
{UK} [support@paxton.co.uk] 
{FR} [support@paxtonaccess.fr] 
{US} [supportUS@paxton-access.com]
{DE} [verkauf@paxton-gmbh.de]
{NL} [support@paxton-benelux.com]
Telephone number: 
{UK} [01273 811011]
{FR} [01 57 32 93 56] 
{US} [877.438.7298]
{DE} [0251 2080 6900]
{NL} [076 3333 999]
Skype: 
{UK} [Paxton.support]
{FR} [Paxton.benelux.support]
{US} [usaPaxton.support]
{DE} [Paxton.gmbh.support]
{Delete if necessary} Substitutions: Not permitted.
{Delete if necessary} The components of the Door Entry System shall be available from a single source manufacturer to assure compatibility of products.
The manufacturer of the Door Entry System shall also provide an Access Control System (ACS) that is compatible with the Door Entry System. 
Components shall consist of:
Access Control Software. The manufacturer shall have in its employ the software engineering staff that write and manage the code for the ACS, and shall maintain all licensing required.
Access Control Panels. The manufacturer of the Door Entry System Panels shall be the same as the manufacturer of the software.  The Panel manufacturer shall have in its employ the engineering and manufacturing staff to produce the hardware and software for the Panels.
Access Control Monitors. The manufacturer of the Door Entry System Monitors shall be the same as the manufacturer of the access control software and Monitors. The Monitor manufacturer shall have in its employ the engineering and manufacturing staff to produce the hardware and software for the Monitors.
Readers. The manufacturer of the access control readers shall be the same as the manufacturer of the access control software, Monitors and Panels.
Substitution Limitations
It shall be possible to install the Door Entry System into an existing ACS.
 It shall be possible to install a Panel as a functional replacement of an existing reader. 
APPLICATION SOFTWARE
The configuration software shall use a familiar style user interface, enabling intuitive use.
The configuration software shall be available in various languages to suit the installer and operator. Languages required at no additional cost include:
Danish
Dutch
English (United Kingdom)
English (United States)
Finnish
French
German
Hungarian
Italian
Norwegian
Portuguese
Spanish (Latin American)
Spanish (Spain)
Swedish
Turkish
SPECIFIC REQUIREMENTS FOR ACCESS CONTROL UNITS
Features
The ACU shall store locally the system database for faster and offline lookup.
The ACU shall be capable of making access control decisions.
The ACU shall allow the control and monitoring of a single access point.
The ACU shall be capable of supporting a combination of at least 4 of the following:
Proximity readers 
Magstripe readers
Keypads 
Combination reader/keypad.
Each ACU shall be capable of supporting at least one hundred (100) Panels.
The ACU shall support up to 50,000 unique card ID's
The ACU shall retain event data (at least 2,454 events per door) when there is no connection to the Server PC.
The ACU shall be able to automatically unlock doors during specified time periods.
All data shall be retained during a power loss.
Where time and attendance is used, the ACU shall be configurable to support a Clock In reader and Clock Out reader on a single door controller.
The ACU shall include support for tri-colour reader LED’s control. 
User interaction
Once installed, no further interaction with the hardware shall be required.
Display
The ACU shall have colour coding representation for reader, exit device, communications, and power connections to simplify installation, maintenance, and troubleshooting.
The unit shall include installation LED’s to indicate the output relay status’, TCP/IP communications status, network server connected status, input status and end of line termination status.
Communications
The ACU shall include TCP/IP interface for network communications directly into the processing board. Add-on modules are not approved.
In addition to TCP/IP, the ACU shall also include RS-485 communications for primary and/or secondary communications directly into the processing board.
The following data lines shall be supported:
CAT5
Belden 8723
The maximum cable length shall not exceed 1,000m (3,280').
It shall be possible to communicate with multiple ACU’s over a single RS485 data line.
At minimum, 200 ACU’s shall be supported per data line.
The ACU shall support the connection of readers:
The ACU shall support the following reader input technologies simultaneously:
Clock & data
Wiegand.  
The following cable types shall be supported:
Belden 9540
The ACU shall automatically detect all connected peripherals.
Peripherals
The ACU shall provide at minimum the peripherals to support 2 readers or keypads.
The reader peripheral shall not be limited to a fixed data input, and instead shall accept data read from a variety of token types of different lengths, including but not limited to the following:
PIN
Code
Token ID 
The reader peripheral shall output current states relevant to the appliance to control for supplying feedback to the token holder in the form of an LED and speaker.
The reader peripheral shall provide the power that the reader requires to operate.
The peripheral shall provide: 
1. A voltage of 12V DC
The ACU shall include an output for keypad readers that have a built in bell button that are used to activate an intercom, camera, or turn on siren/strobes.
It shall be possible to locate the reader at minimum 100m (328') from the door connector without communication becoming impaired. 
The ACU shall automatically detect any readers/keypads. 
The ACU shall house independent changeover relay channels.
The ACU shall provide at minimum 2 relays.
Each relay shall be provided with N.O. and N.C. contacts.
Relay contacts shall be voltage free.
Each relay shall be capable of switching a resistive load of at least 4A at 24V.
The ACU shall house a powered output for controlling locks.
The lock output shall provide at minimum 1A at 12V DC.
The ACU shall contain a tamper switch input.
The input shall be used to alert appropriate users in the case of unknown/impermissible access to the ACU.
The ACU shall contain a power supply unit (PSU) fail input.
The input shall be used to alert appropriate users in the case of a door lock power supply failing.
The ACU shall contain a door contact input.
The input shall be used to monitor the state of the door.
The ACU shall contain an input for an exit button or break glass.
The input shall allow exit buttons, break glass, and any other push-to-make contacts to input to the ACS for the purpose of unlocking an access point.
It shall be possible to connect multiple exit buttons in series to a single ACU.
Exit buttons shall be available from the manufacturer of the door connector.
The ACU shall include connections for an external intrusion alarm panel. 
As a minimum, the ACU shall have a designated relay output, alarm condition status, and arming contact.
Power supply
It shall be possible to power the ACU with either of the following:
A PoE / PoE+ Power Supply Unit (PSU)
A 12V, 2A Power Supply Unit (PSU)
Maximum power usage shall not exceed 200mA at 24V DC.
Temperature
The ACU shall meet the required temperature standards for an internal product.
The ACU shall operate reliably within the temperature range of 0°C to 55°C (32°F to 131°F)
Housing
The ACU shall include removable connectors to provide ease of installation and board exchange if necessary. The connection points shall not require any special tools to terminate.
The ACU shall be available in a selection of enclosures:
Plastic housing
This shall be a plastic enclosure for the ACU only.
The enclosure shall be wall mountable.
Plastic cabinet
This shall be a plastic enclosure for the ACU and a power supply.
The enclosure shall be wall mountable.
Metal cabinet
This shall be a metal enclosure for the ACU and a power supply.
The enclosure shall be wall mountable.
The enclosures shall be available in white.
Dimensions
The dimensions of the ACU shall not exceed:
A width of 116 mm (4.6")
A height of 126mm (5")
A depth of 25mm (1")
The dimensions of the plastic housing shall not exceed:
A width of 200mm (7.9")
A height of 200mm (7.9")
A depth of 78mm (3.1")
The dimensions of the metal/plastic cabinet shall not exceed:
A width of 232 mm (9.1") 
A height of 320mm (12.6")
A depth of 80mm (3.1")
ACU POWER SUPPLIES AND HOUSINGS
The ACU shall be provided in a metal enclosure with built in PoE power supply/splitter.
The PoE supply/splitter shall accept PoE or (high) PoE+ standards with automatic detection of the type.
The PoE supply/splitter shall support up to 1.5 amps of current at 12 volts DC when using PoE+ switches.
The PoE supply/splitter shall support 750 milliamps of current at 12 volts DC when using standard PoE.
ENTRY SYSTEM GENERAL SYSTEM REQUIREMENTS FOR COMMUNICATIONS 
TCP/IP Networking
The system shall communicate between the configuration software and Panels/Monitors via TCP/IP Ethernet LAN/WAN.
The system shall utilise standard networking protocols to allow installation on corporate infrastructure.
The system shall be plug and play using IPv6.
No manual addressing shall be required. 
SIP connectivity
At a minimum, the system shall support the following:
SIP Signalling using protocol RFC 3261 
RTP (Media) using protocol RFC 3550
DTMF (used to unlock door) using protocol SIP Info
Audio using protocol G.711 (PCMU)
Video using protocol H.264

SPECIFIC SYSTEM REQUIREMENTS FOR STANDARD PANELS
Proximity Reader
The item shall contain a proximity reader. At a minimum, the following token technology shall be supported:
Paxton HiTag2 125KHz
EM4100/02
Mifare Classic 1K
Mifare Classic 4K
Mifare Ultralight
Mifare Ultralight C
Mifare Desfire
HID 125KHz {UK/EU only - may require activation}
The following formats of credential shall be supported:
Keyfob
Token
ISO card
Watchprox
The read range shall reach a maximum of 55mm.
Display
The item shall house a three (3) line LCD display.
The display shall be backlit.
Camera
The item shall house a VGA camera.
The camera shall have white LEDs for illumination. 
It shall be possible to adjust the camera’s view to provide a centred image of visitors, allowing the panel to be installed in less optimal positions.
It shall be possible to pan the camera’s view.
It shall be possible to tilt the camera’s view.
It shall be possible to associate a network camera with a Panel.
Audio
The item shall contain a microphone.
2-way audio shall be supported.
User interaction
The item shall contain a 16-key keypad.
The item shall support code and PIN entry for user authentication
The item shall support a single button call.
The item shall be simple to use.
The display shall be basic with a simple selection method.
Settings and configuration shall be selectable from the Panel.
An Engineer code shall be required to adjust settings and configuration at the panel.
It shall be possible for a visitor to leave a video voicemail.
The maximum duration of a voicemail shall be no less than 30 seconds
Power supply
The item shall be powered from PoE
Maximum power usage of 13 Watts.
Average power usage while idle of less than 4 Watts.
Average power usage during operation of less than 6 Watts.
Only an Ethernet cable shall be required, this shall be used for both power and data.
Temperature
The item shall meet the required temperature standards for an external product
The item shall operate reliably within the temperature range of -20°C to 55°C (-4°F to 131°F)
Varieties
An option of Panels shall be available from the manufacturer, including the following:
Standard 
Vandal resistant
An option of housings shall be available from the manufacturer, including the following:
Surface mount
Flush mount
Rain hood
Dimensions
Standard option
When surface mounted, the item shall not exceed:
A width of 110mm (4.3") 
A height of 295mm (11.6")
A depth of 37mm (1.5")
When flush mounted, the item shall not exceed:
A width of 150.1mm (5.9")
A height of 335.7mm (13.2")
A depth (measured from the surface to the front of the item) of 4mm (0.16")
When mounted with a rain hood, the item shall not exceed:
A width of 116.2mm (4.6") 
A height of 300.5mm (11.8")
A depth of 79mm (3.1")
Vandal resistant option
When surface mounted, the item shall not exceed:
A width of 110mm (4.3") 
A height of 300mm (11.8")
A depth of 35mm (1.4")
When flush mounted, the item shall not exceed:
A width of 150.6mm (5.9")
A height of 335.7mm (13.2")
A depth (measured from the surface to the front of the item) of 3mm (0.1")
When mounted with a rain hood, the item shall not exceed:
A width of 110mm (4.3")
A height of 300mm (11.8")
A depth of 65mm (2.6")



SPECIFIC SYSTEM REQUIREMENTS FOR PREMIUM PANELS
Proximity Reader
The item shall contain a proximity reader. At a minimum, the following token technology shall be supported:
Paxton HiTag2 125KHz
EM4100/02
Mifare Classic 1K
Mifare Classic 4K
Mifare Ultralight
Mifare Ultralight C
Mifare Desfire
HID 125KHz {UK/EU only - may require activation}
The following formats of credential shall be supported:
Keyfob
Token
ISO card
Watchprox
The read range shall reach a maximum of 55mm.
Display
The item shall house a colour touch screen.
The screen shall be no less than 7 inch (diagonal measurement).
The screen shall provide capacitive touch screen technology for responsive interaction.
The screen shall be chemically strengthened for durability.
The screen shall be provided with an anti-glare coating for daytime viewing.
The display shall be customisable to user preference.
There shall be at minimum 9 display themes to choose from.
A high contrast theme shall be available. 
The welcome screen shall be customisable to display a user defined logo or image.
Camera
The item shall house a VGA camera.
The camera shall have white LEDs for illumination. 
It shall be possible to adjust the camera’s view to provide a centred image of visitors, allowing the panel to be installed in less optimal positions.
It shall be possible to pan the camera’s view.
It shall be possible to tilt the camera’s view.
It shall be possible to associate a network camera with a Panel.
Audio
The item shall contain a microphone.
2 way audio shall be supported.
User interaction
The item shall contain a 7-inch capacitive touch screen.
The item shall support code and PIN entry for user authentication
There shall be the option to scramble/rearrange the on-screen keypad to protect PIN and code entry
The item shall be simple to use.
The display shall be basic with a simple selection method.
It shall be possible to ‘search’ for an occupant to call.
The item shall support single touch call for single occupancy systems.
User images shall be displayed next to occupants to make occupant selection easier.
It shall be possible for a visitor to leave a video voicemail.
The maximum duration of a voicemail shall be no less than 30 seconds
It shall be possible for a visitor to call the concierge.
Settings and configuration shall be selectable from the Panel.
An Engineer code shall be required to adjust settings and configuration at the panel.
2-way video during calls shall be supported when used with a monitor which also supports 2-way video.
Power supply
The item shall be powered from PoE
Maximum power usage of 13 Watts.
Average power usage while idle of less than 7 Watts.
Average power usage during operation of less than 8 Watts.
Only an Ethernet cable shall be required, this shall be used for both power and data.
Temperature
The item shall meet the required temperature standards for an external product
The item shall operate reliably within the temperature range of -20°C to 55°C (-4°F to 131°F)
Varieties
An option of housings shall be available from the manufacturer, including the following:
Surface mount
Flush mount
Rain hood
Dimensions
Standard option
When surface mounted, the item shall not exceed:
A width of 127mm (5.0") 
A height of 312mm (12.3")
A depth of 35mm (1.4")
When flush mounted, the item shall not exceed:
A width of 160mm (6.3")
A height of 345mm (13.6")
A depth (measured from the surface to the front of the item) of 3mm (0.1")
When mounted with a rain hood, the item shall not exceed:
A width of 127mm (5.0") 
A height of 312mm (12.3")
A depth of 69mm (2.7")
SPECIFIC REQUIREMENTS FOR TOKENS
The manufacturer of the Door Entry System shall be able to supply Paxton HiTag2 125KHz tokens.
The supplied tokens shall contain an authentication method to deter the copying and unauthorised use of tokens.

SPECIFIC SYSTEM REQUIREMENTS FOR STANDARD MONITORS
Display
The item shall house an LCD touchscreen display.
The screen shall be no less than 4.3 inches (diagonal measurement).
The display shall be backlit by LEDs.
The resolution shall be no less than 480x272 pixels.
Audio
The item shall contain a microphone.
The item shall contain a speaker.
The item shall contain a handset
When the handset is used, audio shall be directed through the handset
The handset shall be in the style of a telephone.
2-way audio shall be supported.
User interaction
The display shall be touchscreen to simplify dynamic control.
A physical button shall exist to control door entry.
This button shall indicate the state of a door when relevant.
A physical button shall exist to control ring and in-call volume.
The touchscreen display shall be easy to use.
The on-screen buttons shall be large and easy to select.
There shall be an optional setting to make the display more suited for the visually impaired. 
It shall be possible for the resident to change their name as viewed in text and numbered list modes.
It shall be possible for the resident to change their ringtone.
It shall be possible for the resident to change their ring volume.
It shall be possible for the resident to change their default call volume.
It shall be possible for the resident to change the call volume during a call.
It shall be possible for the resident to change their doorbell tone.
It shall be possible for the resident to view the video from any panel, except when it is in use.
A user shall be able to receive and listen to video voicemail.
It shall be possible for a user to record their own greeting message.
A user shall be able to initiate and receive calls to/from a designated concierge Monitor.
A user shall be able to divert their incoming calls to the concierge.
A user shall be able to receive text messages sent from the concierge Monitor. 
The resident shall be able to unlock an access point during call.
The resident shall be able to place the Monitor into a silent or do not disturb mode.
The resident will be able to perform custom actions, configured by the system, using action buttons.
Power supply
The item shall be powered from PoE
Maximum power usage of 4.2 Watts.
Average power usage while idle of less than 1.2 Watts.
Average power usage during operation of less than 3.2 Watts.
Only an Ethernet cable shall be required, this shall be used for both power and data.
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably in the temperature range of 0°C to +45°C (+32°F to +113°F).
Varieties
The option shall exist to use the Monitor with or without a handset
It shall be possible to connect a handset to an existing Monitor that does not have one.
A handset shall be available from the same manufacturer as the Monitor.
It shall be possible to mount the monitor in various ways:
Surface mount
Flush mount
Desk mount
The desk mount shall support the item at a 25 degree angle from horizontal.
Dimensions
With handset
When surface mounted, the item shall not exceed:
A width of 186mm (7.2").
A height of 170mm (6.7").
A depth of 43mm (1.7").
When flush mounted, the item shall not exceed:
A width of 186mm (7.2").
A height of 170mm (6.7").
A depth (measured from surface to front of Monitor) of 24mm (0.9").
When desk mounted, the item shall not exceed:
A width of 186mm (7.2").
A height of 104mm (4.1").
A depth of 140mm (5.5").
Without handset
When surface mounted, the item shall not exceed:
A width of 128mm (5").
A height of 120mm (4.6").
A depth of 43mm (1.7").
When flush mounted, the item shall not exceed:
A width of 128mm (5").
A height of 120mm (4.6").
A depth (measured from surface to front of Monitor) of 24mm (0.9").
SPECIFIC SYSTEM REQUIREMENTS FOR PREMIUM MONITORS
Display
The item shall house an LCD touchscreen display.
The screen shall be no less than 7 inches (diagonal measurement).
The display shall be backlit by LEDs.
The resolution shall be no less than 800x480 pixels.
Audio
The item shall contain a microphone.
The item shall contain a speaker.
It shall be optional to connect a handset to the item. 
The manufacturer of the Monitor shall also provide an optional handset.
The handset shall be in the style of a telephone.
2-way audio shall be supported.
Video
The item shall house a VGA camera.
The camera shall provide the functionality for 2-way video calling.
It shall be possible for the end user to turn off the camera at any time.
User interaction
The display shall be touchscreen to simplify dynamic control.
The touchscreen display shall be easy to use.
The on-screen buttons shall be large and easy to select.
It shall be possible for the resident to change their name as viewed in text and numbered list modes.
It shall be possible for the resident to upload an image to use next to their name, using the in-built camera, for display on supported panels.
It shall be possible for the resident to change their ringtone.
It shall be possible for the resident to change their ring volume.
It shall be possible for the resident to change their default call volume.
It shall be possible for the resident to change the call volume during a call.
It shall be possible for the resident to change their doorbell tone.
It shall be possible for the resident to view the video from any panel, except when it is in use.
This option may be disabled from any Panel or from the configuration software.
A user shall be able to receive and listen to video voicemail.
It shall be possible for a user to record their own greeting message.
A user shall be able to initiate and receive calls to/from a designated concierge Monitor.
A user shall be able to divert their incoming calls to the concierge.
A user shall be able to receive text messages sent from the concierge Monitor. 
2-way video during calls shall be supported when used with a panel which also supports 2-way video.
It shall be possible to designate a Premium Monitor as concierge. When designated as a concierge, the following additional functionality will be available:
The concierge Monitor shall be able to initiate a call to other Monitors.
The concierge Monitor shall be able to send text messages, via the Entry system’s communication protocols, to all or a selection of Monitors.
The concierge Monitor shall be able to place calls on hold.
The concierge Monitor shall be able to forward calls to other Monitors.
The resident shall be able to unlock an access point during call.
The resident shall be able to place the Monitor into a silent or do not disturb mode.
The resident will be able to perform custom actions, configured by the system, using action buttons.
Power supply
The item shall be powered from PoE
[bookmark: _Hlk512246878]Maximum power usage of 12.95 Watts.
Average power usage while idle (with screen off) of less than 2.6 Watts.
Average power usage during operation of less than 5.2 Watts.
Only an Ethernet cable shall be required, this shall be used for both power and data.
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably in the temperature range of 0°C to +45°C (+32°F to +113°F).
Varieties
The option shall exist to use the Monitor with or without a handset
It shall be possible to connect a handset to an existing Monitor that does not have one.
A handset shall be available from the same manufacturer as the Monitor.
It shall be possible to mount the monitor in various ways:
Surface mount
Desk mount
Dimensions
With handset
The item shall not exceed:
A width of 251mm (9.9").
A height of 160mm (6.3").
A depth of 25mm (1.0").
When surface mounted, the item shall not exceed:
A width of 251mm (9.9").
A height of 160mm (6.3").
A depth (measured from surface to front of Monitor) of 31mm (1.2").
When desk mounted, the item shall not exceed:
A width of 251mm (9.9").
A height of 177mm (7.0").
A depth of 129mm (5.1").
Without handset
The item shall not exceed:
A width of 204mm (8.0").
A height of 160mm (6.3").
A depth of 25mm (1.0").
When surface mounted, the item shall not exceed:
A width of 204mm (8.0").
A height of 160mm (6.3").
A depth (measured from surface to front of Monitor) of 31mm (1.2").
When desk mounted, the item shall not exceed:
A width of 204mm (8.0").
A height of 177mm (7.0").
A depth of 129mm (5.1").
SPECIFIC SYSTEM REQUIREMENTS FOR AUDIO MONITORS
Display
The item shall house 7 buttons.
The buttons shall provide haptic feedback when pressed.
The centre button shall contain a raised marker for touch identification.
Iconography shall be used to represent button functionality.
The item shall house 3 LED
LEDs shall be positioned within the buttons for ease of association.
LEDs shall be used to indicate the following states:
Incoming call
In call
Door unlocked
Microphone muted
Do not disturb mode
Audio
The item shall contain a microphone.
The item shall contain a speaker.
It shall be optional to connect a handset to the item. 
The manufacturer of the Monitor shall also provide an optional handset.
The handset shall be in the style of a telephone.
2-way audio shall be supported.
User interaction
The item shall be easy to use.
The buttons shall be large and easy to press.
It shall be possible for the resident to change their ring volume.
It shall be possible for the resident to change their default call volume.
It shall be possible for the resident to change the call volume during a call.
The resident shall be able to unlock an access point during call.
The resident shall be able to place the Monitor into a silent or do not disturb mode.
The resident will be able to perform custom actions, configured by the system, using action buttons.
A user shall be able to initiate and receive calls to/from a designated concierge Monitor.
A user shall be able to divert their incoming calls to the concierge.
Power supply
The item shall be powered from PoE
Maximum power usage of 3.3 Watts.
Average power usage while idle of less than 2.1 Watts.
Only an Ethernet cable shall be required, this shall be used for both power and data.
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably in the temperature range of 0°C to +49°C (+32°F to +120°F).
Varieties
The option shall exist to use the Monitor with or without a handset
It shall be possible to connect a handset to an existing Monitor that does not have one.
A handset shall be available from the same manufacturer as the Monitor.
It shall be possible to mount the monitor in various ways:
Surface mount
Desk mount
Dimensions
With handset
The item shall not exceed:
A width of 204mm (8").
A height of 160mm (6.3").
A depth of 25mm (1.0").
Without handset
The item shall not exceed:
A width of 159mm (6.3").
A height of 131mm (5.2").
A depth of 25mm (1.0").
GENERAL REQUIREMENTS FOR CONFIGURATION SOFTWARE
It shall be possible to change the following Monitor settings from the configuration software:
Monitor’s name, as it appears in text and numbered list modes.
Monitor/occupant image, as it appears at premium Panels.
Ringtone
Ring volume
Default call volume
Doorbell tone
Ring time
Language
The ability to unlock doors from the Monitor
The ability to view alarms from the Monitor
Designate a Premium Monitor as concierge
Action button functionality
It shall be possible to change the following Panel settings from the configuration software:
Panel name
Panel image, displayed as a welcome screen on premium Panels.
The option for Monitors to view the Panel’s video
Video image quality
Video lighting
Keypad tone
Door open tone
Ring volume
Speaker volume
Call timeout period
Door open time
Backlight mode
Operating mode
Camera pan/tilt
Language
It shall be possible to group Monitors and Panels to control which Monitors can be called from selected Panels.
Changes in the configuration software shall take immediate effect at the Panels and Monitors.
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