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Net2 Access Control


Edit as required – this document can be edited and merged where appropriate with additional Paxton specifier documents for a complete/customised Access Control solution.  
Key - 	[Square brackets] – Options. Delete brackets and turn off bold to include. 
{Curly brackets} – Comments. 


SECTION 1
ACCESS CONTROL – Net2 System

GENERAL
SUMMARY
Section includes
Electronic Access Control
Related sections
28 13 00 Access Control
28 13 33 Access Control Interfaces
Products
An Access Control Unit (ACU), which shall interface with access point peripherals and identity gathering devices, providing logic and decision making to manage an access point. 
An Input/Output (I/O) Board, which shall contain input and output peripherals to monitor digital states and switch mains rated relays.
A Power Supply Unit (PSU), which shall provide the power necessary to power the ACUs.
A Desktop reader, which shall provide the method of enrolling proximity tokens to the system to be associated with users.
Access Control Server software, which shall provide system engineers and administrators with a method of managing and configuring access control hardware and users, and providing real-time access control monitoring of the entire system, all within a single, easy to use, intuitive package. All hardware and user configuration and system events shall be stored on the computer running this software.
Access Control Client software – This shall provide identical functionality and usability to the Access Control Server software. This software however shall not store any configuration or events, instead it shall be used as a portal to managing the access control system from multiple workstations. 
The products above shall form the fundamental part of an Access Control System (ACS), providing complete control and monitoring of access points at the installed site.
Overall system capability
The system shall monitor and control facility access via electronic access controllers utilising card readers and keypad devices. It shall be implemented through TCP/IP architecture using the electronic single door controller approach via PoE infrastructure.
The system shall be capable of monitoring alarm points, controlling output devices, and managing lift control floors. The system shall maintain an audit trail of operator activity and all access control and alarm activity.
The system shall be capable of starting with a single door, and expanding one door at a time, to up to a minimum of 1000 doors
Each controller shall be able to manage the hardware necessary to secure one door. If entry and exit is required, only one controller shall be required. Each controller shall maintain a full database of information so that access decisions are made within a maximum of one quarter of a second in both online and offline states.
The access controller units (ACU) shall be capable of DHCP or static IP addressing.
The system shall allow unlimited workstations for programming and administration of the system including database management, report generation, and real-time monitoring of activity. No license keys or fees shall be required to install and operate the software on client workstations. A dedicated computer shall not be required (but shall be recommended) for large projects.
The system shall support 500 input/output controllers for monitoring the condition of external devices such as alarm contacts, push buttons, photo sensors, and temperature points. The I/O controller shall be TCP/IP communications and shall be capable of DHCP or static IP addressing.
The user shall be able to launch the time and attendance, online video tutorials, documentation and card badge designer from the access control GUI home page.
The system shall support at minimum 50,000 unique credentials.
The system shall be scalable, allowing for additional hardware from the same manufacturer.
The ACS shall provide the following as a minimum:
Access Control
CCTV Video Integration
Time and Attendance
Intruder Alarm Integration
Open SDK for 3rd party application Integration
Smart Phone application for system control and user administration
Graphical Maps
Lift Control
Email/SMS Notifications
Emergency Lockdown
Mustering
Energy Management
Card Designer
Credential enrolment reader
Automatic User Image Display at PC on card use
Secondary door unlock control from fire alarm input
Various card reader technologies including clock & data, Wiegand and GSM
License free software and lifetime updates at no charge
Intercom / Video Entry Station
Wireless door locks
DEFINITIONS
Access Control System (ACS): The entire system as a whole, made up of hardware to control the relevant access points and appliances, readers to identify users, software/hardware to determine access control, and all firmware and additional hardware installed as part of the access control solution.
Access Control Unit (ACU): An intelligent peripheral control unit that provides the interface between the Management and Monitoring Subsystem and the devices installed at the access portal for the purpose of restricting access and monitoring the portal status.
AWG (American Wire Gauge): A unit of measurement for the diameter of wires.
Client: A PC that can view and manage the system database.
DHCP: Dynamic Host Configuration Protocol
EMC: Electromagnetic Compatibility.
Entry system (audio/video entry system): A system, either stand alone or integrated, comprised of Panels and Monitors to authorise access via video and audio communication. 
GSM (Global System for Mobile Communications): The standard to describe the protocols commonly used in mobile communications.
I/O: Input / Output, relating to peripherals where an input is used to monitor the high/low state of a signal, and an output consists of a relay capable of switching a device on/off.
IP: Internet Protocol incorporated into Microsoft Windows.
LAN: Local area network.
Mbps: Megabits per second
Monitor: A piece of hardware that allows an occupant to validate entry to an unknown user via a location on the network.
Multicast: Communication where information is addressed to multiple recipients simultaneously.
Occupant/Resident: The user of a Monitor or the user of a reader. 
Open air: Without obstruction or interference.
Panel: A piece of hardware used to determine whether a known user is allowed access, and as a method of communication for unknown users to contact a buildings occupants.  
PC: Personal computer, used as the Central Station, workstations, and file servers.
PoE: Power over Ethernet.
Reader: A proximity reader or biometric reader that captures credential information.
RS-485: A TIA/EIA standard for multipoint communications.
Server: A PC that contains the database of users and access control settings, which runs the access control software.
SIP: Session Initiation Protocol.
TCP: Transport Control Protocol incorporated into Microsoft Windows.
Token: The credential issued to a person. This can be a PIN or a device containing an encoded number, used to determine if access will be granted or denied. 
Triggers and Actions: A software component which provides the ability to create rules to perform custom/bespoke functionality.
UDP: User Datagram Protocol incorporated into Microsoft Windows.
Unicast: Communication where information is addressed to a single recipient.
UPS: Uninterruptible power supply.
USB: Universal Serial Bus.
Visitor: The user of a Panel. 
WAN: Wide area network.
Wiegand: Patented magnetic principle that uses specially treated wires embedded in the credential card. Also known as reader data output format and Wiegand signal.
Windows: Operating system by Microsoft Corporation.
Workstation: A PC with software that is configured for specific limited security system functions.
SYSTEM DESCRIPTION
General
The ACS shall control the movement of users through access points.
Users shall be identified and processed through any of these means:
Presenting a token to a reader.
Entering a unique PIN to a keypad
Recognition of a unique physical property at a biometric reader.
Phone number via GSM Access reader
Visual and/or audio confirmation from an occupant of the premises
Combination of the above
The system shall not require facility codes for card credentials.  Each token/credential shall have a unique 40 bit encryption for high security.
The system shall provide for unique card serial numbers, so the user will not need to determine the next sequence of cards to purchase.
A PC shall be used to administer the access control system.
The access control software shall have a Client/Server structure to facilitate operation on multiple PCs.
A password shall be required to login and shall limit the activities an operator is permitted to perform.
A mobile application will be available for system control and user administration.
The mobile application will be available for Android and iOS devices.
Hardware
Hardware shall consist of:
Access Control Units 
I/O Boards
Proximity readers
Desktop readers
Power Supply Units
All hardware peripherals shall be clearly labelled and identified for ease of installation.
Software
The system database containing all hardware and user information shall be held at the PC running the Server software. 
The software shall feature:
Multi-user and multi-tasking to allow for independent activities and monitoring occurring simultaneously at different workstations.
A graphical user interface to show pull-down menus and a menu tree format that complies with interface guidelines of Microsoft Windows operating system.
A mobile application for user administration, event reporting, door open and roll call.
System license shall be for the entire system and shall include capability for future additions that are within the indicated system size limits specified in this Section. There shall be no license fee or yearly renewal fees.
The system shall use open architecture that allows importing and exporting of data and interfacing with other systems that are compatible with Microsoft Windows operating system.
Access shall be restricted using password-protected operator login.
GENERAL REQUIREMENTS FOR SOFTWARE
Two versions of the software shall be available from the manufacturer:
A ‘Lite’ version of the software shall contain all of the standard access control features to manage access privileges and report on users. Other features include unlimited free client login, CCTV and basic intruder alarm integration and graphical maps – this version shall be available free of charge.
A ‘Pro’ version of the software shall contain all of the features offered in the ‘Lite’ version, with the addition of more advanced functionality, including management features, fire alarm and multi-zone intruder alarm integration, security lockdown, and more – this version shall be available at an additional cost.
Overall software capability
The software shall allow the configuration and control of hardware controlling the operation of doors, turnstiles, and other controllable devices.
The software shall monitor and report access control events of the entire ACS. It shall be possible to view these events at any number of workstations. 
The software shall be capable of supporting at minimum 50,000 unique credentials and be able to manage and report on at minimum 1,000 access points.
The software shall provide the following as a minimum:
Access Control
CCTV Video Integration
Biometric Integration
Time and Attendance
Intruder Alarm Integration
Fire Alarm Integration
Open SDK for HR Database Integration
Graphical Maps
Lift Control
Email/SMS Notifications
Emergency Lockdown
Roll Call and Mustering
Energy Management
Card Designer
Automatic User Image Display at PC on card use
Browser application for remote site management
Triggers and actions to achieve custom/unique functionality
Timesheet and timeline
Anti-passback
Customisable welcome page
Landlord Tenant
Support for various card reader technologies, including clock & data, Wiegand and GSM
Support for Graphical Images on selected LCD Readers
Support for a credential enrolment reader
Android and iOS mobile application
The Server and Client Graphical User Interface (GUI) shall be identical.
All configuration available at the Server shall be available at the Client. 
Operating system
The Server software at a minimum shall support the following operating systems:
Windows 10 Pro 64Bit
Windows 8 & Windows 8.1
Windows 7
Windows Vista
Windows Server 2008 & 2012
Processor
A PC shall be able to run the Server software with the following, or greater, performance specifications:
Memory size: 4GB.
Hard disk free space: 20GB.
Display: 1024 x 768.
Interfaces: USB and Ethernet.
DVD-ROM drive.
Web browser: Internet Explorer 5 or later
Number of PCs required:
One PC running the Server software shall be required per system.
There shall not be a limit to the number of PCs that can run the Client software. (Limits shall be placed based on the SQL licensing.)
There shall not be a limit to the number of mobile devices that can install and run the Android and iOS mobile application.
PERFORMANCE REQUIREMENTS
The Server software shall create and maintain a single database for access-control and credential-creation functions.
Any change made to the database shall automatically be communicated to all intelligent access control hardware:
When hardware is online, updates shall be communicated with appropriate changes taking immediate effect.
When hardware is offline, updates shall be communicated when the hardware it is next online.
Distributed Processing:
The system shall be a fully distributed processing system so that information (including time, date, valid codes, access levels, and similar data) is downloaded to Controllers in such manner that each Controller makes access-control decisions for that location.  
Intermediate Controllers shall be unacceptable for access control.  
If communications to Central Station are lost, all Controllers shall automatically buffer event transactions until communications are restored, at which time buffered events shall be uploaded to the Central Station.
System capacities:
The system shall support at minimum:
1,000 controlled access points.
50,000 users, each with a unique credential.
2,000 input devices.
2,000 controllable appliances.
10,000 individual access levels.
64 time schedules and 512 segments per time zone.
System Network Requirements
Client PCs shall communicate with the Server PC via TCP/IP on a LAN/WAN:
System events recorded by the Server shall be communicated to Clients.
Changes made to the database at a Client shall be communicated to the Server.
The Server PC shall communicate with access control hardware via TCP/IP on a LAN:
Access control events shall be communicated to the Server PC.
Changes to the database shall be communicated to the access control hardware.
The system shall utilise standard networking protocols to allow installation on corporate infrastructure.
No manual addressing shall be required.
QUALITY ASSURANCE
The software shall receive lifetime updates from the manufacturer free of charge.
All equipment provided shall be covered by a manufacturer’s warranty for a minimum of 5 years. The following aspects shall be covered: 
Electrical
Electronic
Component
Mechanical 
All hardware provided shall receive firmware upgrades from the manufacturer free of charge.
COMPLIANCE
The system shall comply with:
The General Data Protection Regulation (GDPR) 2018
EN60839-11-1 Grade 1
EN60839-11-1 Grade 2
Access Control Units shall comply with the following standards and directives:
The Electro-Magnetic Compatibility (EMC) Directive
The Restriction of Hazardous Substances (RoHS) Directive
Part 15 of the FCC Rules
UL 294 for Access Control
CSA 22.2 No.205
Innovation, Science and Economic Development (ISED) ICES-003
I/O boards shall comply with the following standards and directives:
The Low Voltage Directive (LVD)
The Electro-Magnetic Compatibility (EMC) Directive
The Restriction of Hazardous Substances (RoHS) Directive
Part 15 of the FCC Rules
Innovation, Science and Economic Development (ISED) ICES-003
IEC-60950-1 for Safety 
PSU’s shall comply with the following standards and directives:
The Low Voltage Directive (LVD)
The Electro-Magnetic Compatibility (EMC) Directive
The Restriction of Hazardous Substances (RoHS) Directive
Part 15 of the FCC Rules
Innovation, Science and Economic Development (ISED) ICES-003
IEC-60950-1 for Safety 
Desktop readers shall comply with the following standards and directives:
The Low Voltage Directive (LVD)
The Radio Equipment Directive (RED)
The Restriction of Hazardous Substances (RoHS) Directive
ISED licence-exempt RSS standard(s)
Part 15 of the FCC Rules
IEC-60950-1 for Safety 
GENERAL REQUIREMENTS FOR COMMUNICATIONS 
ACU to Server
The ACU shall communicate with the Server using the TCP/IP LAN.
The ACU shall be addressable using:
Static IP
DHCP 
At minimum, 100 Mbps Ethernet network speed shall support
ACU to ACU
It shall be possible to daisy chain ACUs using RS485 such that only one ACU shall require connection to the Server. The following cable shall be used:
Belden 8723
2 x twisted pairs
Maximum length 1000m (3000')
Technical equivalent CAT5, CAT5e or CAT6 cable
Each RS485 data line shall support at minimum 200 ACUs.
ACU to Reader
Readers shall communicate with an ACU over any of the following or technical equivalent cable:
Belden 9540 
8 core screened cable.
18 AWG
Maximum length 100m (328')
Belden 9538 
8 core screened cable.
22 AWG
Maximum length 25m (82')
All surface mount readers shall be provided with 5m (16.4') Belden 9540 cable at no additional cost.
No manual addressing shall be required.

PRODUCTS
MANUFACTURERS
{Delete if necessary} Acceptable manufacturer: Paxton
Email address: {Delete options which are not required}
{UK} [support@paxton.co.uk] 
{FR} [support@paxtonaccess.fr] 
{US} [supportUS@paxton-access.com]
{DE} [verkauf@paxton-gmbh.de]
{NL} [support@paxton-benelux.com]
Telephone number: 
{UK} [01273 811011]
{FR} [01 57 32 93 56] 
{US} [877.438.7298]
{DE} [0251 2080 6900]
{NL} [076 3333 999]
Skype: 
{UK} [Paxton.support]
{FR} [Paxton.benelux.support]
{US} [usaPaxton.support]
{DE} [Paxton.gmbh.support]
{Delete if necessary} Substitutions: Not permitted.
The components of the ACS shall be available from a single source manufacturer to assure compatibility of products.
Components shall consist of:
Access Control Software. The manufacturer shall have in its employ the software engineering staff that write and manage the code for the ACS, and shall maintain all licensing required.
Access Control Panels. The manufacturer of the ACS control panels shall be the same as software manufacturer. The access panel manufacturer shall have in its employ the engineering and manufacturing staff to produce the hardware and software for the control panels.
Readers. The manufacturer of the access control readers shall be the same as the manufacturer of the access control software and control panels.
Tokens/credentials. The manufacturer of the access control tokens shall be the same as the manufacturer of the access control readers.
Power Supply Units (PSU), which shall provide a voltage appropriate for all access control hardware requiring external power. 
Substitution Limitations
No substitutions.
SPECIFIC REQUIREMENTS FOR TOKENS
The manufacturer of the ACS shall be able to supply Paxton HiTag2 125KHz tokens.
The supplied tokens shall contain an authentication method to deter the copying and unauthorised use of tokens.
SPECIFIC REQUIREMENTS FOR ACCESS CONTROL UNITS
Features
The ACU shall store locally the system database for faster and offline lookup.
The ACU shall be capable of making access control decisions.
The ACU shall allow the control and monitoring of a single access point.
The ACU shall be capable of supporting a combination of at least 4 of the following:
Proximity readers 
Magstripe readers
Keypads 
Combination reader/keypad.
The ACU shall support up to 50,000 unique card ID's
The ACU shall retain event data (at least 2,454 events per door) when there is no connection to the Server PC.
The ACU shall be able to automatically unlock doors during specified time periods.
All data shall be retained during a power loss.
Where time and attendance is used, the ACU shall be configurable to support a Clock In reader and Clock Out reader on a single door controller.
The ACU shall include support for tri-colour reader LED’s control. 
User interaction
Once installed, no further interaction with the hardware shall be required.
Display
The ACU shall have colour coding representation for reader, exit device, communications, and power connections to simplify installation, maintenance, and troubleshooting.
The unit shall include installation LED’s to indicate the output relay status’, TCP/IP communications status, network server connected status, input status and end of line termination status.
Communications
The ACU shall include TCP/IP interface for network communications directly into the processing board. Add-on modules are not approved.
In addition to TCP/IP, the ACU shall also include RS-485 communications for primary and/or secondary communications directly into the processing board.
The following data lines shall be supported:
CAT5
CAT5e
CAT6
Belden 8723
The maximum cable length shall not exceed 1,000m (3,280').
It shall be possible to communicate with multiple ACU’s over a single RS485 data line.
At minimum, 200 ACU’s shall be supported per data line.
The ACU shall support the connection of readers:
The ACU shall support the following reader input technologies simultaneously:
Clock & data
Wiegand.  
The following cable types shall be supported:
Belden 9540
Peripherals
The ACU shall provide at minimum the peripherals to support 2 readers or keypads.
The reader peripheral shall not be limited to a fixed data input, and instead shall accept data read from a variety of token types of different lengths, including but not limited to the following:
PIN
Code
Token ID 
The reader peripheral shall output current states relevant to the appliance to control for supplying feedback to the token holder in the form of an LED and speaker.
The reader peripheral shall provide the power that the reader requires to operate.
The peripheral shall provide: 
1. A voltage of 12V DC
The ACU shall support an LCD graphics image reader capable of controlling four stages of image display including:
Image 1 for idle reader state
Image 2 for access granted indication
Image 3 for access denied indication
Image 4 for personal identification code required indication
The ACU shall include an output for keypad readers that have a built in bell button that are used to activate an intercom, camera, or turn on siren/strobes.
It shall be possible to locate the reader at minimum 100m (328') from the door connector without communication becoming impaired. 
The ACU shall automatically detect any readers/keypads. 
The ACU shall house independent changeover relay channels.
The ACU shall provide at minimum 2 relays.
Each relay shall be provided with N.O. and N.C. contacts.
Relay contacts shall be voltage free.
Each relay shall be capable of switching a resistive load of at least 4A at 24V.
The ACU shall house a powered output for controlling locks.
The lock output shall provide at minimum 1A at 12V DC.
The ACU shall contain a tamper switch input.
The input shall be used to alert appropriate users in the case of unknown/impermissible access to the ACU.
The ACU shall contain a power supply unit (PSU) fail input.
The input shall be used to alert appropriate users in the case of a door lock power supply failing.
The ACU shall contain a door contact input.
The input shall be used to monitor the state of the door.
The ACU shall contain an input for an exit button or break glass.
The input shall allow exit buttons, break glass, and any other push-to-make contacts to input to the ACS for the purpose of unlocking an access point.
It shall be possible to connect multiple exit buttons in series to a single ACU.
Exit buttons shall be available from the manufacturer of the door controller.
The ACU shall include connections for an external intrusion alarm panel. 
As a minimum, the ACU shall have a designated relay output, alarm condition status, and arming contact.
Power supply
It shall be possible to power the ACU with either of the following:
A PoE / PoE+ Power Supply Unit (PSU)
A 12V, 2A Power Supply Unit (PSU)
Maximum power usage shall not exceed 200mA at 24V DC.
Temperature
The ACU shall meet the required temperature standards for an internal product.
The ACU shall operate reliably within the temperature range of 0°C to 55°C (32°F to 131°F)
Housing
The ACU shall include removable connectors to provide ease of installation and board exchange if necessary. The connection points shall not require any special tools to terminate.
The ACU shall be available in a selection of enclosures:
Plastic housing
This shall be a plastic enclosure for the ACU only.
The enclosure shall be wall mountable.
Plastic cabinet
This shall be a plastic enclosure for the ACU and a power supply.
The enclosure shall be wall mountable.
Metal cabinet
This shall be a metal enclosure for the ACU and a power supply.
The enclosure shall be wall mountable.
The enclosures shall be available in white.
Dimensions
The dimensions of the ACU shall not exceed:
A width of 116 mm (4.6")
A height of 126mm (5")
A depth of 25mm (1")
The dimensions of the plastic housing shall not exceed:
A width of 200mm (7.9")
A height of 200mm (7.9")
A depth of 78mm (3.1")
The dimensions of the metal/plastic cabinet shall not exceed:
A width of 232 mm (9.1") 
A height of 320mm (12.6")
A depth of 80mm (3.1")
SPECIFIC REQUIREMENTS FOR I/O BOARD
Features
The ACS shall include support for input/output boards designed to monitor auxiliary inputs and provide relay outputs for control of external devices.
The I/O board shall support a minimum of 4 inputs and 4 outputs.
It shall be possible to use input states to trigger events in the ACS via Triggers and Actions.
It shall be possible to control relay outputs via Triggers and Actions.
Detachable terminals for quick and hassle free maintenance.
Fault finding LEDs.
Quick and intuitive installation.
Power supply
The I/O board shall be powered from a 12V, 2A Power Supply Unit (PSU)
Power usage shall not exceed 400mA when all relays are energised.
Display
Peripherals shall be labelled clearly and intuitively.
The item shall house LEDs for fault finding. 
An LED shall indicate when the item is powered.
Communications
The I/O board shall include TCP/IP interface for network communications directly into the processing board via an RJ45 connector. Add-on modules are not approved.
Peripherals
The I/O board shall house 4 independently controllable relays.
Each relay shall be provided with COM, N.O. and N.C. contacts.
Relay contacts shall be voltage free.
Each relay shall be capable of switching a resistive load of at least:
13A @ 240V AC
Each relay shall be capable of switching inductive loads.
Each relay shall have a contact isolation of at least 4KV AC
Each relay shall retain its state when the I/O connector losses power. 
The relay functionality shall be configurable in the access control software provided with the ACS.
The I/O board shall house 4 digital inputs.
Each input shall be formed of 2 terminals.
Each input shall be configurable to trigger a Trigger and Action rule to perform pre-defined tasks.
Temperature
The item shall operate reliably within the temperature range of -20°C to 55°C (-4°F to 131°F)
Housing
The I/O board shall include removable connectors to provide ease of installation and board exchange if necessary. The connection points shall not require any special tools to terminate.
The I/O board shall be available in a selection of enclosures:
Plastic housing
This shall be a plastic enclosure for the I/O board only.
The enclosure shall be wall mountable.
Plastic cabinet
This shall be a plastic enclosure for the I/O board and a power supply.
The enclosure shall be wall mountable.
The enclosures shall be available in white.
Dimensions
The dimensions of the I/O board shall not exceed:
A width of 114mm (4.5")
A height of 120mm (4.7")
A depth of 32mm (1.3")
The dimensions of the plastic housing shall not exceed:
A width of 200mm (7.9")
A height of 200mm (7.9")
A depth of 78mm (3.1")
The dimensions of the plastic cabinet shall not exceed:
A width of 236mm (9.3")
A height of 320mm (12.6")
A depth of 80mm (3.1")
SPECIFIC REQUIREMENTS FOR POWER SUPPLY UNIT (PSU)
Features
PSU voltage shall be correct for all ACS hardware requiring an external DC power source.
Output voltage shall be 12V DC (+/- 10%)
Output current ripple shall not exceed 100mV
The PSU shall be capable of providing at minimum 2A.
The PSU shall be capable of powering at least 3 individual devices at 12V each.
Maximum cable length shall be at least 2m (6.6').
The PSU shall allow connection to a 12V / 7Ah backup battery.
The PSU shall trickle charge the connected battery to keep it continuously charged at maximum capacity. 
Power supply
The PSU shall operate from Mains supply, supporting the following:
100V to 240V
50 to 60 Hz AC
Display
Peripherals shall be labelled clearly and intuitively.
An LED shall indicate when the item is powered by Mains supply.
This LED shall be green to indicate that the item is working correctly.
An LED shall indicate when the item is powered by battery backup.
This LED shall be red to indicate that the supply has failed.
Peripherals
The PSU shall house 3 independent 12V connections.
The PSU shall house a power supply fail output.
This shall be a pair of voltage free contacts that shall go open circuit is the mains power fails.
Temperature
The item shall operate reliably within the temperature range of -20°C to 44°C (-4°F to 111.2°F)
Housing
The PSU shall be available in a selection of enclosures:
Plastic cabinet
This shall be a plastic enclosure for the PSU, an ACU and a backup battery.
The enclosure shall be wall mountable.
Metal cabinet
This shall be a metal enclosure for the PSU, an ACU and a backup battery.
The enclosure shall be wall mountable.
The enclosures shall be available in white.
Dimensions
The dimensions of the PSU shall not exceed:
A width of 58mm (2.3")
A height of 167mm (6.6")
A depth of 54mm (2.1")
The dimensions of the plastic cabinet shall not exceed:
A width of 236mm (9.3")
A height of 320mm (12.6")
A depth of 80mm (3.1")
The dimensions of the metal cabinet shall not exceed:
A width of 232mm (9.1")
A height of 320mm (12.6")
A depth of 80mm (3.1")
GENERAL REQUIREMENTS FOR APPLICATION SOFTWARE
The software shall use a familiar style user interface, enabling intuitive use.
The software shall be available in various languages to suit the installation and operator. Languages required at no additional cost include:
English
US English
Dutch
German
Spanish
Latin American Spanish
French
Japanese
Danish
Swedish
Portuguese
Greek
Norwegian
Czech
Hungarian
A SQL server database shall be used for the storage of user data and events.
The software shall be capable of importing and exporting all user data in .vcf, .csv and .txt formats.
The software shall be structured to support multiple workstations without extra license charges being levied.
Access permissions:
Access levels shall be used to administer the control of who is permitted through which access points and what times they are allowed through, on a minute by minute basis.
A minimum of 256 unique access levels shall be supported, allowing for 10,000 individual permissions.
The system shall be able to give alternative access permissions to some or all staff, to accommodate flexible scheduling and holidays.
Reporting
User and system events shall be shown in real-time.
Reporting shall offer filtering options to allow for selection of all events, access events, alarm events and system events. Such event filtering and selection shall be customisable by time periods.
Reports shall be customisable. They shall allow for selection of date, time, users or user groups and access points.
Reports shall be configured within the access control user software and not a third-party application. A simple wizard shall be used to make configuring and saving reports as simple as possible for the user.
Users
The system shall be capable of supporting 50,000 unique token holder records.
The system shall be capable of supporting a minimum of 27 active tokens/credentials per user.
Tokens/credentials shall be able to be designated as lost and, if used, shall create a special event message.
The system shall be capable of setting a valid date range for each user. Outside of this date range any credentials for that user shall be recognised as invalid.
The system shall have a minimum of 16 definable user fields that can be tailored by the system administrator to store specific information.
The system shall allow users to be grouped into departments with validity dates and card templates. Departments shall be selectable when generating event reports and setting access permissions.
Operators
Any user may be given operator rights that allow them to log onto the software and administer the system.
A minimum of 50 operators shall be supported.
The system shall allow the restriction of operator privileges from certain areas of the software.
A user shall require operator rights to login to the Android and iOS mobile applications.
Access control alarms
The software shall be able to handle alarms at controlled appliances. At a minimum, the following alarms shall be supported:
Door forced open
Door left open
Power supply failure
Hardware tamper
Each alarm event shall be reported in the event log. The system shall allow for alarm events to be acknowledged by an authorised operator.
The system shall support SMS texting and email notification of alarm information.
When an alarm event occurs, an alarm shall sound local to the alarm source.
The action for alarms to sound shall be configurable in the software.
The time delay before sounding the alarm shall be configurable in the software.
Data protection
The system shall comply with the General Data Protection Regulation (GDPR) 2018.
It shall be possible to permanently delete:
A user, their events and activity.
A user, but retain anonymised user events.
When required, the system shall automatically delete events after a user defined period of time.
SPECIFIC REQUIREMENTS FOR ‘LITE’ SOFTWARE
The manufacturer shall provide a ‘Lite’ version of the software.
The software shall be free of charge.
The manufacturer of the software shall provide updates and upgrades free of charge.
The software shall offer all features required to manage a basic access control system.
At minimum, the ‘Lite’ software shall provide the following features:
Access Control
The software shall manage at minimum 50,000 single token users.
The software shall manage at minimum 1,000 access points.
Access levels
The software shall provide support for up to 256 access groups and 10,000 individual access levels.
Each access level shall include a combination of access points defined as a single group name for ease of administration.
Each access point defined within an access level shall have a separate time schedule. For example, door one and door two can be within the same access level group, but each have a different time zone.
It shall be possible to apply temporary access permissions to allow a user temporary access to a door or area for a specific period of time.
Time schedules
The software shall provide a minimum of 64 separate time schedules (zones) with each schedule supporting a minimum of 512 segments.
Each time schedule shall have the option to be configured through a graphical display or via text input. Graphical display shall allow a mouse to drag / drop for time selection as well as copying one day or segment to another.
Users (cardholders) shall include as a minimum
Automatic disabling of use when record is voided from use.
A lost card, if found, shall be capable of being enabled again.
Integrated photo display on primary card record page.
Card template selection from card badge designs.
16 user definable fields.
Ability to create new departments from cardholder screen.
Start and expiration date for automatic card operation.
General access level (door assignment) settings combining multiple doors and times.
Customised individual access level settings
Assignment of a minimum of 27 individual tokens/credentials per person.
System generated personal identification numbers from 4-8 digits.
Manually entered personal identification numbers from 4-8 digits.
Permission to arm/disarm the intruder alarm system.
Capability to void the user from working with a single command.
Export the record in a .VCF format.
A graphic showing the type of token with each token/credential in the record.
Emergency information including:
Address
Town
County
Postal Code
Home telephone number
Home fax number
Cell phone number
Email address
Employment information including:
Position
Employee start date
Car registration
Notes allowing custom entry of information
Last activity showing location, date, time, and event
Real-time display of where the cards are active at that specific time/date
Quick find button on main screen for cardholder search.
Door capabilities shall be at a minimum:
Door name of 50 characters
Controller serial number & MAC address
Controller type
Firmware version number
Status (online/offline)
Communications port
Alarm Conditions
Door held open
Door forced open
Last activity showing location, date, time, and event
Door unlock time up to 80 minutes
Auto-unlock time schedule
Manual open command
Door based access codes which do not follow access level definitions
Configure individual readers for entry and exit
Capability to change the reader configuration based on time schedule between any of the reader formats
Define a reader type as one of the following:
Wiegand
Clock & data
Define a reader format as one of the following:
Token only
Token + PIN
Token + Code
PIN only
Code only
Token or PIN
Token or Code
Token, PIN or Code
Activate the main strike for door control
Toggle at least 2 door relays on access granted events
Sound local alarm under the following conditions:
Door is forced open 
Door is held open after valid exit or access
Controller is tampered with and the tamper switch is opened
Controller loses main power
Sound local alarm under the following conditions:
Delay alarm from sounding for up to 100 seconds
Sound alarm continuously until door is closed and input restored
Sound alarm for up to 100 seconds. Allowing the time to repeat indefinitely
Delay the interval between sounding up to 100 seconds
Delay the alarm from sending to the PC/event logger for up to 100 seconds
Arm/Disarm burglar alarm panel via dry contact relay using selectable constant and momentary closure.
Automatically change the reader status based on whether the alarm is armed or disarmed.
Trigger & Actions 
A trigger (a system event that can cause an action within the system) can be any of the following:
User is granted access at a door
User is denied access at a door
Intruder alarm is armed or disarmed
Exit button is pressed
Doorbell button is pressed
I/O board input changes state
A controller goes online or offline
Fire alarm input gets activated
Local forced door and door held open alarms
Specific time of day
When a token is presented to a door
When a token is presented twice in short succession.
When a system setting is changed.
When an I/O board goes online or offline
When a time zone becomes active or inactive
When the on-screen lockdown is activated or deactivated
When a low battery status is reported
When a critical battery status is reported
When a keypad is reported as being hacked (too many attempts)
When an event occurs on a Net2 Entry system
An action can be any of the following:
Send an email
Send a SMS text message
2. Activate or deactivate a relay on an I/O controller indefinitely either until trigger is off or for one of the following time periods:
a. 1000 Milliseconds
b. 1000 Seconds
c. 1000 Minutes
d. 1000 Hours
Activate a WAV file on specific computers of the network
Affect an I/O board relay
Control system lockdown
Execute a .exe file
Control a separate door
A trigger can be further parsed by any of the following:
Department
Specific person
Group of persons
Everyone
Specific door
Open a door
Hold the door open
Close the door
Specific time zone
Site graphics
The software shall allow for multiple site graphics to be imported in either .jpg or .bmp format. 
The site graphics shall show the live status of doors including door open/closed, valid token, invalid token and alarm conditions.
In the event of an alarm, the site graphic shall display the appropriate information.
The ACS shall support IP based cameras. Cameras can be opened directly from the site graphic.
The software shall allow for real-time video monitoring display on the workstation computer.
Video management
The software shall be provided with integration to key CCTV manufacturers for this project. The following shall be required as a minimum:
Milestone
JVC
Dedicated Micros
Exacq Vision
The software shall retrieve all pre-programmed cameras from the video system and automatically implement them in the doors sections for selection.
Up to four cameras can be assigned to each door in the software.
A link with date/time to the video system shall be created under the following conditions:
Card events
Alarm events
Controller system events
Each event-related item shall include a camera link within that event string that when pressed will retrieve the video from the video management system and display it on the access workstation.
If the event is a card event then the stored photo shall be displayed as part of the video to allow a stored image to stored video comparison. 
The ACS shall support multiple video management systems simultaneously.
Basic Intruder alarm
The software shall have the ability to integrate with an intruder alarm system. Integration shall be achieved by using an intruder alarm momentary key switch input and status output.
The ACS shall distinguish users who can arm or disarm the intruder alarm system by a check box in the user record. 
The ACS shall automatically arm the alarm system if an authorised user presents his/her token at the alarm setting reader. 
The ACS shall deny access to unauthorised users if they attempt to set an alarm. 
The ACS shall deny access to building entry even if the access privileges permit, when the alarm is active. Once the alarm is disarmed, access privileges shall be followed.
The system shall have the ability to have multiple alarm arming and disarming reader locations.
Lift control
An access control reader shall be able to call an elevator and, if necessary, take the user to their specific floor (denying access to unauthorised floors).
Integration shall be achieved by using a TCP/IP input/output module. The configuration of this feature shall be achieved using the software. 
The software shall support the creation of departments or groups that are used in programming to simplify large quantities of people access rights to floors.  
User Image Verification
Any controller can be configured as an image verify door that retrieves the users photo from the ACS and displays on selected workstations automatically.
A minimum of 5 windows can be opened and assigned different doors, per workstation.
An operator can manually open the door selected from the User Image window.
The event message shall be displayed within the User Image window.
Intercom / Access Entry Station
The software shall support an intercom station capable of allowing access entry from a remote monitor and/ or an integrated access control reader.
The reader will be built-in to the entry panel so that it is not visible accept by a label or graphical representation so the user knows where to present their credential.
An LCD screen will be used to display and communicate verbally with the specified employee. Up to 1000 names can be displayed. 
Once communications channel is open, the employee shall be able to view the visitor through the desktop station display monitor. An internal camera is included in the entry station.
All communications, audio, video and power shall be via a single cable using TCP/IP and Power-over-Ethernet, using IPV6 technology.
The remote display station shall include a CCTV monitor to view who is at the entrance. 
The remote display station can initiate the communications to the entry station and make an announcement or to view video, as well as unlock the door.
Up to 100 stations can be on a single system and up to 1000 monitors.
The intercom station shall allow configuration of which controller it uses to unlock a door when access is permitted.
A low-light colour camera will be included with the unit as default, and be housed internally to avoid damage due to vandalism.
A series of LED’s shall be included to illuminate the immediate area for night time viewing.
If only one intercom station and one monitor are on the system – no configuration shall be required.
The unit shall not require an IP address to be configured. All units within the same LAN shall auto-detect each other on power up.
Where a keypad is present, the number five button shall have a unique design for touch reference.
The intercom station shall not require any external power, other than what is provided via POE to the main processor board. All power for the cameras, intercom and access panels shall be included.
A flush mount housing shall be available.
Any smart phone, computer, tablet can be used with the Entry system using SIP Compliance and an industry standard SIP (session initiation protocol) Server.

SPECIFIC REQUIREMENTS FOR ‘PRO’ SOFTWARE
The manufacturer shall provide a ‘Pro’ version of the software.
The manufacturer of the software shall provide updates and upgrades free of charge.
The software shall offer all features available in the ‘Lite’ software.
At minimum, the ‘Pro’ software shall provide in addition the following features:
Anti-passback
The software shall provide functionality of denying a user repeat access through the same access point within a specified time period. This shall prevent the same user's card being handed back to an unauthorised user for use.
It shall be possible to permit certain users to override the anti-passback rules.
Readers shall be required on both sides of any access point that is expected to employ anti-passback rules.
Time and attendance 
The software shall be able to monitor time and attendance of staff, through use of dedicated 'clocking in' and 'clocking out' readers. The software shall be capable of operating with multiple 'clocking in' and clocking out' readers.
The software shall be able to cope with different hourly rates for staff and overtime rates such as 'time and a half’.
The software shall produce reports showing hours worked for users and departments over different date ranges. 
The software shall support the importing of vacation and holiday schedules.
The software shall produce a report that shows total hours worked, remaining vacation time and holidays planned.
A graphical image shall be used in the software to display a user as clocked in, clocked out, holiday, vacation, out sick, off-site but working. Each setting shall support a customer defined colour to represent the location of user.
The time and attendance graphic shall be displayed by time of day/month for easy recognition. 
The software can be segmented to display by person, department, or all users.
Roll call/muster
The software shall be able to generate a roll call report. This roll call report shall be able to be generated either manually using the software or automatically via a direct input from the fire alarm system.
The roll call report shall document User name, Department, Last known location, time of last access transaction and status (such as Safe or Missing).
Any reader on the system shall be able to be designated as a muster reader. Users shall present their token to a muster reader to be marked as 'Safe' on a report subsequently generated.
To use the roll call function, the controllers shall be required to be split into sections called “areas”.
Areas
The software shall have the ability to group doors together into defined areas. Once the system is split into areas, users given access into an area shall automatically be validated through all the doors of that area.
It shall be possible to collect several areas into an area group (for example, the areas of Reception, Factory and Cafeteria could comprise the area group of Main Building).
If a user is in one area the access attempt with that credential at another area shall be denied.
Unlimited areas can be defined with up to 50 doors per area.
Card Design & Printing
The card designer program shall allow unlimited configurations, with multiple templates saved for each user group. The ability to import company logos and background images, overlay watermarks, static text fields and layers shall all be required components.
The software shall include a card designer application for the design of custom badges.
The designer shall support static text, shapes, and colours.
The designer shall support automatically generated text based on information entered into the user record. 
The designer shall support the creation of single or double sided designs. Each design shall be labelled a template that can be entered into a user record.
All user defined fields shall be available for inclusion on the card design.
The software shall have the ability to print cards using a standard Windows card printer. 
Intruder alarm
The ‘Pro’ version of software shall contain the same functionality as the ‘Lite’ version with at minimum the following additions:
The software shall support multi-zone / partition based alarm systems integrated so that a user’s card can automatically arm/disarm the appropriate locations.
Landlord Tenant
The software shall allow the partitioning of a system, giving operators access to specific department groups and access levels only.
Energy Control
The ACS shall use an energy controller to be able to switch lighting on and off as required by the movement of users.
Integration shall be achieved by using a controller with a proximity reader designed to hold an ISO access credential. When the credential is inserted the output of the controller shall remain energised. When the credential is removed the output of the controller shall be turned off. 
User control of the energy management function shall follow standard access level assignments.
Remote access
Remote access to the system configuration and reporting shall be available by means of:
A mobile application
A browser web user interface
Remote access shall be restricted to core functionality, including the below:
User administration
Reporting
Roll call
Open door functionality
SPECIFIC REQUIREMENTS FOR MOBILE APPLICATION
The manufacturer shall provide a mobile application.
The application will be available for Android and iOS devices.
The application shall be free of charge.
The manufacturer shall provide updates and upgrades free of charge.
Only valid operators of the ACS shall be able to login via the mobile application.
The application shall be responsive and scalable to various screen sizes and devices.
At minimum, the application shall provide the following features:
Remote access
The mobile application will allow an operator of the system to access the system from outside of the ACS network.
It shall be possible to disable remote access to the system, forbidding login from a remote location and via the application. 
Open door
It shall be possible to unlock a specified door remotely from the application.
The application shall remember the doors most used and display these to the user for convenience of future use.
The list of most used doors shall be specific to each operator.
User administration
It shall be possible to create a new user.
It shall be possible to browse existing users and view their details.
It shall be possible to manage existing users and change their details.
It shall be possible for an operator to bar a user
It shall be possible for an operator to manage a user’s access permissions
It shall be possible to manage a user’s credentials. The following controls shall be supported:
Add a new PIN
Add new token
Delete token
Change token type
Mark token as lost
Mark token as found
It shall be possible to add a new token using the following methods:
Manual entry of a token number
Retrieving the token number automatically from an access denied event
It shall be possible to upload a user image to a user’s record using the following methods:
Selecting an existing image file from the device
Using the device camera to take a new photo
Events and Reports
It shall be possible to view live system and access events within the mobile app.
It shall be possible to view pre-configured reports of events.
It shall be possible to filter events by a keyword or phrase.
Roll call
It shall be possible to generate a new roll call report for a pre-configured area.
It shall be possible to view an existing roll call report.
Roll call reports shall be timestamped.
It shall be possible to interact with a roll call report. The following actions shall be supported:
Mark a user as safe
Mark a user as missing
View a user’s contact details
View a user’s image
While connection to the ACS is maintained, roll call reports shall sync across all devices running the mobile application.
Once opened, a roll call report shall remain available when internet or connection to the ACS is lost.
Once connection is returned, any changes to the roll call report will sync across all devices.

SPECIFIC REQUIREMENTS FOR DESKTOP READER
Features
The desktop reader shall read multiple types and formats of proximity tokens.
The desktop reader shall facilitate assigning tokens to users, 
The desktop reader shall identify tokens/credentials that have already been assigned to users. 
The desktop reader shall eliminate the need to know each token’s number. 
In systems with several client PCs, the system shall be able to support multiple desktop readers.
The desktop reader shall output token data of a variety of formats and lengths.
User interaction
The desktop reader shall operate in an intuitive mode:
When an unassigned token/credential is presented, the ACS software shall automatically create the user record and user screen for entering user information as well as other security settings.
When the operator is already in a user record, and an unassigned token/credential is presented, the software shall display the option to add the token/credential to the current record.
When an existing token/credential is presented to the desktop reader, the software shall automatically retrieve and display the user record associated with that user. If there are multiple tokens/credentials assigned to that user, the software shall highlight the specific one presented.
The reader shall be plug & play.
Product variations
The ACS manufacturer shall provide 2 types of reader for enrolling credentials:
Proximity desktop reader
Proximity and Magstripe desktop reader
Proximity reader
The item shall contain a proximity reader. 
At a minimum, the following token technology shall be supported:
Paxton HiTag2 125KHz
HID 125KHz {UK/EU only - may require activation}
The Proximity desktop reader shall also support:
EM4100
MIFARE® Classic
MIFARE® DESFire® EV1
MIFARE® Ultralight®
MIFARE® Ultralight C®
SmartMX
R5
The Proximity and Magstripe desktop reader shall also support:
Magstripe
All of the above token technology shall be supported concurrently.
The following formats of credential shall be supported:
ISO card
Clamshell
Minifob / keyfob
Proxidisc
Watchprox
Hands free token
Magstripe card (Proximity and Magstripe product variant only)
Power supply
The item shall be powered via USB.
Maximum current consumption while in use shall not exceed 100mA.
Communication
The desktop reader shall connect to a PC running the Client or Server software via a USB port.
Display
The item shall house a stylish LED display.
The LEDs shall indicate the following states:
Item powered / ready to use
Credential being read
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably within the temperature range of 0°C to 55°C (32°F to 131°F)
Housing
The item shall be stylish and modern.
The product shall be available in black
Dimensions
The Proximity desktop reader dimensions shall not exceed:
A width of 115mm (4.5")
A height of 19mm (0.7")
A depth of 75mm (3")
The Proximity and Magstripe desktop reader dimensions shall not exceed:
A width of 145mm (5.7")
A height of 37mm (1.5")
A depth of 90mm (3.5")
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