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SECTION 3
ACCESS CONTROL – PaxLock Pro
GENERAL
SUMMARY
Section includes
Electronic Access Control
Related sections
Access Control
Access Control Interfaces
Products
A state of the art wireless Electronic Lock for enhancing security at a facility.
Access Control software for configuring, maintaining and monitoring the Electronic Lock {optional – Standalone mode available}.
A wireless bridge to allow for wireless communication of events and Lock settings between the Access Control software and the Electronic Lock {optional – Standalone mode available}.
System
The only required products shall be the electronic lock, which shall provide Standalone access control operation. Wireless bridge(s) and Access control software can be used in conjunction with the electronic locks to provide additional networked functionality.
Wireless bridge(s) and Access control software can be added to the system at the point of install, or at any time.
Electronic locks can be added to an existing Access control system at any time.
The system shall support a Server which shall store the access control database, containing user and hardware information and configuration settings. 
The above products shall provide an Access Control solution that meets all of the requirements specified in this document.
When used in conjunction with an access control system (ACS), the system shall allow the Electronic Lock to use all of its features as well as provide the additional features listed in this specification.
The ACS shall be scalable, allowing for additional Electronic Locks and other access control hardware from the same manufacturer without requiring change or affecting functionality of existing Electronic Locks.
PROJECT REQUIREMENTS
Electronic Locks shall be installed on doors within the site to provide access control.
The Electronic Locks shall meet the access control requirements of the project.
It shall be possible for the Electronic Locks to be installed into a site with an existing access control system.
It shall be possible for the Electronic Locks to be installed with additional access control hardware and software to form a complete access control solution. 
Overall Electronic Lock capability
The Electronic Lock shall provide a wireless solution to access control.
The Electronic Lock shall be capable of controlling a single entry point and expanding one door at a time, up to a minimum of 1,000.
Each Electronic Lock shall be able to manage the hardware necessary to secure one door.
Each Electronic Lock shall provide access control in a single direction and provide free access in the other direction.
Access control equipment provided by the manufacturer shall be ‘plug-and-play’, allowing for quick and simple installation.
Components of the Electronic Lock:
Hardware, which shall consist of a wireless, battery powered, Electronic Lock, which shall provide control and monitoring of an access point.
Communication, which shall consist of a wireless router provided by the ACS manufacturer, allowing the Electronic Lock to communicate with the access control software. {Not required for Standalone solution}
The Electronic Lock shall provide the following as a minimum:
Access Control.
When communicating with an Access Control System, in addition to the above, the Electronic Lock shall provide:
Event reporting to the access control software.
Wireless communication with the access control software.
License free configuration and monitoring software and lifetime updates at no charge.
Access point configuration and user permissioning.
DEFINITIONS
Access Control Unit (ACU): An intelligent peripheral control unit that provides the interface between the Management and Monitoring Subsystem and the devices installed at the access portal for the purpose of restricting access and monitoring the portal status.
Controller: An intelligent peripheral control unit that provides the interface between the Management and Monitoring Subsystem and the devices installed, for the purpose of restricting access, controlling, and monitoring user and device activity.
IP: Internet Protocol incorporated into Microsoft Windows.
LAN: Local area network.
Open air: Without obstruction or interference.
PC: Personal computer, used as the Central Station, workstations, and file servers.
PoE: Power over Ethernet.
Reader: A proximity, keypad, or biometric reader that captures credential information used to identify a user.
Server: A PC that contains the database of users and system configuration, which runs the system software.
Site: The location, or locations, in which the system is installed. 
Standalone: The ability to function without communication to one another or to a central server. A Standalone item can operate by itself, without the need for additional hardware or software.
TCP: Transport Control Protocol incorporated into Microsoft Windows.
Token: The credential issued to a person. This can be a PIN, or a device containing an encoded number, used to determine if access will be granted or denied. 
USB: Universal Serial Bus.
WAN: Wide area network.
Windows: Operating system by Microsoft Corporation.
Workstation: A PC used to access the system software.
ACCESS CONTROL DESCRIPTION
General 
Users shall be identified and processed through the means of:
Presenting a token to a reader.
The system shall not use facility codes for card credentials.  Each token/credential shall have a unique 40 bit encryption for high security.
When administered using the access control software, the system shall provide for unique card serial numbers, so the user will not need to determine the next sequence of cards to purchase.
The Electronic Locks shall function without any communication to one another or to a central server.
Access Control Software
When used in conjunction with an access control system and wireless bridge, access control software shall be provided by the manufacturer at no additional cost.
The Electronic Lock shall be configurable using the access control software.
The software shall feature:
A graphical and easy-to-use user interface
Remote access
A mobile application, which shall provide at minimum the following features:
User administration
Event reporting
Door control 
Roll call
The mobile application shall be available for Android and iOS devices.
System license shall be for the entire system and shall include capability for future additions that are within the indicated system size limits specified in this Section. There shall be no license fee or yearly renewal fees.
Access shall be restricted using password-protected operator login.
Number of PCs required
There shall not be a limit to the number of clients that can access the configuration software. 
There shall not be a limit to the number of mobile devices that can install and run the Android and iOS mobile application.
PERFORMANCE REQUIREMENTS
Equipment used shall be covered by a manufacturer’s warranty for a minimum of 5 years. The following aspects shall be covered: 
Electrical
Electronic
Component
Mechanical 
When used with a Wireless bridge and Access control software:
Equipment used shall be provided with firmware upgrades from the manufacturer free of charge.
Any change made in the access control software shall automatically be sent to the Electronic Lock when it is next online.
The Electronic Lock will store at minimum 16,000 events when it cannot communicate with the access control server. When communication is restored, all outstanding events will be reported to the access control software.
Access control system capabilities shall be at a minimum:
1,000 access points 
50,000 users/tokens
When used without a Wireless bride or software (Standalone):
Access control system capabilities shall be at a minimum:
1,000 access points 
10,000 users/tokens



QUALITY ASSURANCE
The ACS vendor shall offer a 5-year non-prorated warranty to cover the Electronic Lock components and include all software upgrades.
RELATED DOCUMENTS
The system must interact with other physical parts of the facility and any construction either new or remodelled. 
When determining locations for placement of access control devices, the installer shall follow all appropriate building codes and laws concerning life safety and construction.
COMPLIANCE
All Electronic Locks shall comply with the following standards:
[bookmark: _Hlk5109935]EN 301-489 for ElectroMagnetic Compatibility
ETSI EN 300 330 for wireless transmission
ETSI EN 300 328 for wireless transmission
IEC/EN 60950-1 for Safety 
BS EN1634 FD30 for Fire resistance (30-minute fire doors)
BS EN1634 FD60 for Fire resistance (60-minute fire doors) 
BS EN179 for Emergency escape {When used with EN179 accessory kit}
The Restriction of Hazardous Substances (RoHS) Directive
Low voltage directive (LVD)
The Radio Equipment Directive (RED)
Part 15 of the FCC Rules
IK10 for Impact Resistance
UL10C for Fire resistance {US}
UL294 for Safety {US}
External variants of all Electronic Locks, in addition to the above, shall also comply with the following standards:
IP55 for Moisture Resistance
EN 60950-22 for Safety
All wireless bridges shall comply with the following standards:
ETSI EN 300 328 for wireless transmission
IEC/EN 60950-1 for indoor safety
FCC Part 15 Subpart C for Intentional Radiators 
EN 301-489 for Radio Apparatus
UL 60950-1 for IT equipment
Low voltage directive (LVD)
The Restriction of Hazardous Substances (RoHS) Directive
The Radio Equipment Directive (RED)
ISED licence-exempt RSS standard(s)
GENERAL REQUIREMENTS FOR FUNCTIONALITY
Through use of an Electronic Lock, it shall be possible to control access through a door:
A token holder shall be able to present their token to the door handle to gain valid access.
Presentation of an invalid credential shall not allow access.
Users shall always be permitted exit.
The Electronic Lock shall be wireless:
Power shall come from an internal source
When access control software is used, data communication with the Server shall be wireless
The access control software shall record door entry events.
An event shall be generated for the following:
Following a valid credential being read, when the door is unlocked.
Following an invalid credential being read, when the door is not unlocked.
When the battery level is low.
All events shall be time and date stamped.
All events shall contain which door they relate to.
All events from the Electronic Lock shall be communicated with the Server in real-time
The Electronic Lock shall remain functional while offline
The Electronic Lock shall make access control decisions without communication with a Server.
The Electronic Lock shall store recent events while offline, updating the Server with the events when communication is re-established.
A minimum of 16,000 events will be stored at the Electronic Lock
The access control software shall monitor the battery life of Electronic Locks
It shall be possible to view an Electronic Locks remaining battery life in the ACS software.
Battery life shall be displayed as 5 states.
GENERAL REQUIREMENTS FOR COMMUNICATIONS 
Electronic Lock to Wireless bridge
The Electronic Lock shall be capable of communicating wirelessly with a wireless bridge.
The carrier frequency shall be 2.4 GHz.
Each wireless bridge shall be able to communicate with a minimum of 10 Electronic Locks.
The distance that an Electronic Lock can be located from a wireless bridge shall be (in ‘open air’) at minimum 15m (50').
All wireless communication shall use AES 128bit encryption.
Wireless bridge to Access Control System
The wireless bridge shall communicate with the access control system. 
The wireless bridge shall connect directly to a controller over RS485 {Paxton10}
The wireless bridge shall connect directly to the WAN/LAN using TCP/IP {Net2}
The system shall utilise standard networking protocols to allow installation on corporate infrastructure.
No manual addressing shall be required.

PRODUCTS
MANUFACTURERS
{Delete if necessary} Acceptable manufacturer: Paxton
Email address: {Delete options which are not required}
{UK} [support@paxton.co.uk] 
{FR} [support@paxtonaccess.fr] 
{US} [supportUS@paxton-access.com]
{DE} [verkauf@paxton-gmbh.de]
{NL} [support@paxton-benelux.com]
Telephone number: 
{UK} [01273 811011]
{FR} [01 57 32 93 56] 
{US} [877.438.7298]
{DE} [0251 2080 6900]
{NL} [076 3333 999]
Skype: 
{UK} [Paxton.support]
{FR} [Paxton.benelux.support]
{US} [usaPaxton.support]
{DE} [Paxton.gmbh.support]
The components of the Electronic Lock shall be available from a single source manufacturer to assure compatibility of products.
The manufacturer of the Electronic Lock shall also provide an Access Control System (ACS) that is compatible with the Electronic Lock.
The manufacturer of the Electronic Lock shall also provide a Door Entry System that is compatible with the ACS. 
Components shall consist of:
Access Control Software. The manufacturer shall have in its employ the software engineering staff that write and manage the code for the ACS, and shall maintain all licensing required.
Electronic Locks. The manufacturer of the Electronic Locks shall be the same as for the Access Control System and the Access Control Software. 
Wireless bridge. The manufacturer of the Electronic Locks shall also supply a wireless bridge to allow the wireless Electronic Locks to communicate with an ACS.
Substitution Limitations
It shall be possible to install an Electronic Lock into an existing [Paxton10] [Net2] ACS.
It shall be possible to install an Electronic Lock as a functional replacement of an existing reader and door lock. 
GENERAL REQUIREMENTS FOR ELECTRONIC LOCK
It shall be possible to incorporate the Electronic Lock into an existing ACS with the addition of a wireless bridge.
The system shall comprise single-door Electronic Locks to ensure maximum system resilience through fully distributed intelligence.
The Electronic Lock shall not include any switch settings to be adjusted.
The Electronic Lock shall come with no less than a five (5) year warranty.
It shall be possible to install the Electronic Lock onto any door of between 35mm to 62 mm (1.4" to 2.4") thickness.


SPECIFIC REQUIREMENTS FOR THE ELECTRONIC LOCK
Proximity Reader
The item shall contain a proximity reader. 
At a minimum, the following token technology shall be supported:
Paxton HiTag2 125KHz
EM4100/02
MIFARE Classic 1K
MIFARE Classic 4K
MIFARE Ultralight
MIFARE Ultralight C
MIFARE Mini
MIFARE DESFire
MIFARE Plus
HID Prox {Activation may be required}
The following formats of credential shall be supported:
Keyfob
Token
ISO card
Watchprox
The read range shall reach a maximum of 55mm (2.2").
Display
The item shall house 2 LEDs
1 x Red LED
1 x Green LED
The LEDs shall indicate the following events:
Valid credential read – access granted
Invalid credential read – access denied
Invalid permissions
Unknown credential
Barred credential
Update in progress
Binding to system
Low battery
Start-up / powered on
Audio
The item shall contain a sounder for audible feedback
A tone shall sound to indicate the following events:
Valid credential read – access granted
Invalid credential read – access denied
Invalid permissions
Unknown credential
Barred credential
Update started
Binding to system
Low battery
Start-up / powered on
It shall be possible to disable audible feedback
User interaction
The item shall contain a proximity reader.
The item shall include a handle on both sides.
The handles shall be of 19mm (0.75") diameter.
The handle shall not rotate more than 45 degrees in a single direction.
The handle shall rotate at least 30 degrees for the latch to retract fully. 
On the insecure side of the door:
The handle shall be free to rotate when access is not permitted.
Upon presentation of a valid credential, rotating the handle shall unlock the door.
On the secure side of the door:
Rotating the handle shall unlock the door, allowing exit at all times.
It shall be possible to configure the item to only read a presented credential when a button is pressed
This shall be configured in the ACS software. 
The button shall be located on the insecure side of the door.
When configured to work in this mode, the item shall not read passing tokens (in a busy corridor for example).
Lock case
The Electronic Lock shall fit a standard Euro profile lock case.
The following lock cases shall be supported:
48mm Euro
72mm Euro
The manufacturer shall provide a product variant that does not have a key override.
The lock case shall be compatible with a backset of 55mm (2.17").
Power supply
The item shall be powered using 4 x AA 1.5 Volt Alkaline batteries
The batteries shall be located on the secure side of the door.
Battery life shall allow for a minimum of 55,000 operations before requiring replacement.
Users shall always be able to exit, regardless of battery level or state.
When batteries require replacing, it shall be possible to gain access using jumpstart terminals located on the Electronic Lock, in conjunction with a valid credential. 
The lock motor shall be powered by the ACU power supply.
4 x AA Alkaline batteries shall be provided with the item at no extra cost.
Temperature
The item shall meet the required temperature standards for an internal product.
The internal/secure side of the electronic lock shall operate reliably within the temperature range of 0°C to +49°C (32°F to +120°F).
The outside/unsecure side of the electronic lock shall operate reliably within the temperature range of -20°C to +55°C (-4°F to +131°F).
Housing
The item shall be stylish and modern.
The item shall have a similar look and feel on both sides of the door.
The item shall be available in 2 colours:
White
Black
The item shall be available in 2 variants:
Internal
External
Dimensions
The item shall contain the same footprint on both sides of the door.
The dimensions (for each side of the door) shall not exceed:
Excluding handle:
A width of 64mm (2.4") 
A height of 127mm (4.9")
A depth of 37mm (1.3")
Including handle:
A width of 155mm (6.1")
A height of 127mm (4.9")
A depth of 93mm (3.6") 
Features
The item shall be energy efficient and operate in a low power mode.
The item shall store locally at minimum 10,000 credentials.
The item shall be capable of communicating with an access control system.
The item shall communicate all events in real-time.
The item shall remain functional while offline or in a standalone mode
The item shall make access control decisions without communication.
The item shall store recent events while offline, updating the system with the events when communication is re-established.
The item shall store at minimum 16,000 events while offline.
The item shall report its battery life to the access control system. 
It shall be possible to view an Electronic Locks remaining battery life in the ACS software.
Battery life shall be displayed as 5 states to represent the remaining charge.
Low battery shall be indicated at the Electronic Lock
Standalone
The Electronic Lock shall be capable of functioning on its own, without communication to other Electronic Locks or a central server.
Configuration of Electronic Locks shall be achieved using proximity cards with programmed functions. The following configuration cards will be available:
Enrolment card – for enrolling token packs
Door open time – For configuring door open time
Silent operation – For preventing the Electronic Lock from making sound
It shall be possible to add a wireless bridge and access control software at a later date to allow the Electronic Locks to communicate and be administered by an access control server.
SPECIFIC REQUIREMENTS FOR TOKENS
The manufacturer of the ACS shall be able to supply Paxton HiTag2 125KHz tokens.
The supplied tokens shall contain an authentication method to deter the copying and unauthorised use of tokens.
SPECIFIC REQUIRMENTS FOR WIRELESS BRIDGE
Display
The item shall house 3 LEDs
1 x Green LED
1 x Red LED
1 x Blue LED
The LEDs shall indicate the following:
If the item is powered
Wireless activity / communication with the wireless Electronic Lock
Power supply
A single Ethernet lead shall be used to provide both power and data.
The item shall be powered via the Ethernet lead using PoE.
When powered:
The item shall draw a maximum voltage of 30 V
The item shall draw a maximum current of 300mA
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably within the temperature range of 0°C to +45°C (32°F to +113°F).
Housing
The manufacturer shall provide the item with white plastic PCB housing:
It shall be possible to mount the item:
On a wall 
On a ceiling 
On a backbox
A fitting kit shall be provided with the item for mounting.
The item shall feature an internal aerial.
Dimensions
The dimensions shall not exceed:
A width of 164mm (6.4")
A Length of 163mm (6.4")
A height of 34mm (1.3")
The ACS shall support at minimum 100 wireless bridges
A wireless bridge shall support at minimum 10 Electronic Locks
GENERAL REQUIREMENTS FOR CONFIGURATION SOFTWARE
When communicating with an ACS, it shall be possible to configure the following Electronic Lock settings from the ACS software:
Door name
Door open time
Time period to keep the door unlocked during
Lock operation
Configure to unlock each time a credential is presented
Configure to toggle the lock locked/unlocked
Enable/Disable sound
Changes in the configuration software shall take affect when the Electronic Lock next communicates with the ACS.




END OF SECTION 






Paxton House, Home Farm Road, Brighton, East Sussex.  BN1 9HU
01273 811 011 sales@paxton.co.uk
image1.png




