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Section Two 
Paxton10 Readers


Edit as required – this document can be edited and merged where appropriate with additional Paxton specifier documents for a complete/customised Access Control and Video solution.  
Key - 	[Square brackets] – Options. Delete brackets and turn off bold to include. 
{Curly brackets} – Comments. Delete before sharing document.  


SECTION 1
ACCESS CONTROL – Paxton10 Readers

GENERAL
SUMMARY
Section includes
Electronic Access Control and Video Management
Related sections
28 10 00 Electronic Access Control and Intrusion Detection
28 13 00 Access Control
Products
{Delete any that are not required for this project} 
{Choose to use either the Paxton product name or a general name for each}
A [proximity reader] [Paxton10 Reader], which shall read a variety of proximity credentials, including Bluetooth, to verify and validate users.
A [vandal resistant proximity reader] [Paxton10 VR Reader], which shall read a variety of proximity credentials, including Bluetooth, to verify and validate users, contained in a vandal resistant housing. 
A [keypad proximity reader] [Paxton10 Keypad Reader], which shall read a variety of proximity credentials, in addition to providing code and PIN credentials, to verify and validate users.
A [desktop reader] [Paxton10 Desktop Reader], which shall provide a method of enrolling proximity tokens to the system to be associated with users.
System
The readers shall form a fundamental part of an Access Control System (ACS), providing control and monitoring of access points at the installed site.
The system shall be scalable, allowing for additional readers [and other access control hardware] from the same manufacturer.
The readers shall be plug-and-play.
{Delete any of the following statements which are not true for this project} 
The system shall contain multiple access points.
The system shall contain multiple controllable devices.
The system shall contain multiple monitored devices.
The system shall contain intruder and fire alarm(s).
The system shall contain video surveillance cameras.


PROJECT REQUIREMENTS
{Delete/Modify any that don’t apply to this project} 
A reader shall be installed next to each access point within the site to control and monitor its passage.
Readers shall be installed next to entrance and exit of an area to provide anti-passback functionality.
Each user shall be issued a token.
The system installed shall support at minimum 50,000 unique token IDs.
A reader shall be installed for arming/disarming an intruder alarm.
Readers shall require a single cable which shall provide both power and communication.
The readers combined with the system shall meet the access control requirements of the project.
{Delete if necessary} The readers shall be installed into a site with an existing [Paxton10] system.
{Delete if necessary} The readers shall be installed with additional [Paxton10] hardware and software to form a complete access control solution. 
Overall reader capability
The readers shall provide a method of identifying users.
Each reader shall be able to communicate the credential data to its controlling hardware.
The system shall support at minimum 4 readers for each controlled access point. 
Readers shall provide access granted and access denied feedback to the token holder.
Components of the readers:
The reader, which shall provide the system with a user’s credentials.
The controller, which shall provide the user database and processing to deny or allow access.
Overall system capability
The system shall monitor and control facility access via electronic access controllers utilising card readers, keypad devices, and smartphones. It shall be implemented through TCP/IP architecture using the electronic single door controller approach via PoE infrastructure.
The system shall be capable of monitoring alarm points, controlling output devices, and managing lift control floors. The system shall maintain an audit trail of operator activity and all access control and alarm activity.
The system shall be capable of starting with a single door, and expanding one door at a time, to up to a minimum of 1000 doors.
Each controller shall be able to manage the hardware necessary to secure one door. If entry and exit is required, only one controller shall be required. 
Each controller shall maintain a full database of information to provide distributed and offline decision making, with no single point of failure.
The controllers shall utilize IPv6 technology, supporting plug-n-play and automatic detection and addressing.
The system shall allow unlimited workstations for programming and administration of the system including database management, report generation, and real-time monitoring of activity. 
No license keys or fees shall be required to access the administration software, and no installation shall be required on the server or any workstation. 
The system shall support at minimum 50,000 unique credentials.
The system shall provide the following as a minimum:
Access Control
Door state monitoring (Door forced, Door left open)
Video Surveillance
Video Management
Event reporting
Site plans / Graphical maps
Triggers and actions
Anti-passback
Intruder alarm integration
Fire alarm monitoring
Roll call and Muster reports
Remote access
Smartphone application for system control 
Smartphone application for user administration
Credential enrolment reader
Various proximity reader technologies, including Bluetooth
License free software and lifetime updates at no charge
Intercom / Video Entry Station
Wireless door locks


DEFINITIONS
ABS: Acrylonitrile butadiene styrene – a thermoplastic polymer.
Anti-passback: A term for preventing the sharing or ‘passing back’ of a token in aim to let unauthorised users into a site. 
AWG (American Wire Gauge): A unit of measurement for the diameter of wires.
Browser: A computer program used to view and interact with data at a location on the connected network in a graphical manner. 
Client: A PC that can view and manage the system database.
COM (Common): A contact on an I/O connector relay.
Controller: An intelligent peripheral control unit that provides the interface between the Management and Monitoring Subsystem and the devices installed, for the purpose of restricting access, controlling, and monitoring user and device activity.
DDR3 (Double Data Rate type 3): A type of RAM with a high bandwidth interface.
Device: A video camera, light, alarm, access point or any other item that can be interacted with, either by controlling the action or outcome of, or by monitoring its output or state. 
Edge storage: The recording of video footage directly onto the camera.
EMC: Electromagnetic Compatibility.
Entry system (audio/video entry system): A system, either stand alone or integrated, comprised of Panels and Monitors to authorise access via video and audio communication. 
FCC: Federal Communications Commission.
I/O: Input / Output, relating to peripherals where an input is used to monitor the high/low state of a signal, and an output consists of a relay capable of switching a device on/off.
IC: Industry Canada.
IP: Internet Protocol incorporated into Microsoft Windows.
LAN: Local area network.
Mbps: Megabits per second
Monitor: A piece of hardware that allows an occupant to validate entry to a user via audio or video confirmation.
N.C. (Normally Closed): A contact on an I/O connector relay.
N.O. (Normally Open): A contact on an I/O connector relay.
Occupant/Resident: The user of a Monitor or the user of a reader. 
Open air: Without obstruction or interference.
Panel: A piece of hardware used to determine whether a known user is allowed access, and as a method of communication for unknown users to contact a building’s occupants.  
PC: Personal computer, used as a workstation, to access system software.
PoE: Power over Ethernet.
RAM (Random Access Memory): A type of storage used for software to store temporary date, required for the smooth running and use of software.    
Reader: A proximity, keypad, or biometric reader that captures credential information used to identify a user.
RoHS: Restriction of Hazardous Substances.
Roll call: An attendance check-list of users known to have been within a specified area. 
RS-485: A TIA/EIA standard for multipoint communications.
RSS-210: IC standard for Licence-exempt Radio Apparatus.
RSS-GEN: IC standard for General Requirements and Information for the Certification of Radio Apparatus.
Server: A PC that contains the database of users and system configuration, which runs the system software.
SIP: Session Initiation Protocol.
Solid State Drive (SSD): A storage device that uses flash memory and has no moving parts.
System: The hardware and software to be installed, combined with any existing hardware and software, to meet the requirements of the project.
TCP: Transport Control Protocol incorporated into Microsoft Windows.
Token: The credential issued to a person. This can be a PIN, or a device containing an encoded number, used to determine if access will be granted or denied. 
Triggers and Actions: A software component which provides the ability to create rules to perform custom/bespoke functionality.
UDP: User Datagram Protocol incorporated into Microsoft Windows.
UL: Underwriters Laboratories.
Unicast: Communication where information is addressed to a single recipient.
UPS: Uninterruptible power supply.
USB: Universal Serial Bus. A communication port found on most computers.
Vandal resistant (VR): A property of an item identifying the item as durable and attack resistant.
Visitor: An unauthorised/unknown user. Or the user of a Panel. 
WAN: Wide area network.
Wiegand: Patented magnetic principle that uses specially treated wires embedded in the credential card. Also known as reader data output format and Wiegand signal.
Windows: Operating system by Microsoft Corporation.
Workstation: A PC used to access the system software.
Site: The location, or locations, in which the system is installed. 

SYSTEM DESCRIPTION
General
The system shall monitor and restrict the movement of users through access points.
The system shall record, and manage the recordings of, video IP cameras located around the site
Users shall be identified and processed through any of these means:
Presenting a token to a reader
Presenting a smartphone or tablet to a reader
Entering a unique PIN to a keypad
Visual and/or audio confirmation from an occupant of the premises
Combination of the above
The system shall not require facility codes for card credentials.  Each token/credential shall have a unique encryption for high security.
The system shall provide for unique card serial numbers, so the user will not need to determine the next sequence of cards to purchase.
A PC shall be used to administer the access control system.
A password shall be required to login and shall limit the activities an operator is permitted to perform.
Mobile applications shall be available for system control and user administration.
The mobile applications will be available for Android and iOS devices.
Hardware
Hardware shall consist of:
A Server
Door controllers
Video controllers
Video cameras
Alarm peripheral boards
Wireless interface boards {Required for PaxLock}
Proximity readers
Keypad readers
Desktop readers
Power Supply Units
All hardware shall be plug-and-play.
All hardware peripherals shall be clearly labelled and identified for ease of installation.
Equipment used shall be provided with firmware upgrades from the manufacturer free of charge.
Software
The system database containing all hardware and user information shall be held at the server.
The server shall host the system software and provide a web link for accessing and configuring the system.
The software shall be accessible to an unlimited number of workstations without installation.
The software shall be accessible using the latest version of the following browsers:
Google Chrome
Apple Safari
Software access shall be restricted using password-protected operator login.
Software access shall be permissioned to each administrator’s need and role.
The software shall feature:
A graphical user interface.
Tooltips on every control for user information.
Support for mobile, tablet and desktop devices.
Multi-user and multi-tasking to allow for independent activities and monitoring occurring simultaneously at different workstations.
System license shall be for the entire system and shall include capability for future additions that are within the indicated system size limits specified in this section. There shall be no license fee or yearly renewal fees.
Feature set
The system and its associated software shall provide the following as a minimum:
Access Control
Video recording and management
Third party IP camera integration
PTZ camera support
Video wall
Export video
Export video snapshot
Video bookmarks
Smart search
Video scrubbing
Video playback speed control
Intruder Alarm Integration
Fire Alarm Integration
User Import
Graphical Maps
Custom Dashboards
User Favourites
Automatic User Image Display at PC on card use
Roll Call and Mustering
Roll Call Email Notifications
Smartphone Roll Call Reports
Triggers and actions to achieve custom/unique functionality
Anti-passback
Landlord Tenant
Support for multiple reader technologies, including Bluetooth
Remote site management
Android and iOS mobile application for site management
Android and iOS mobile application for user identification (Bluetooth token)
Secure software login using HTTPS
Data Management settings to manage data protection
Software available in multiple languages
These features shall be provided without additional cost or subscription
PERFORMANCE REQUIREMENTS
Any change made within the software shall automatically be communicated to all intelligent access control hardware, with appropriate changes taking immediate effect.
Distributed Processing:
The system shall be a fully distributed processing system so that information (including time, date, valid codes, access levels, and similar data) is downloaded to Controllers in such manner that each Controller makes access-control decisions for that location.
If communications to the server are lost, all Controllers shall automatically buffer event transactions until communications are restored, at which time buffered events shall be uploaded to the server.
System capacities:
The system shall support at minimum:
1,000 access points.
1,000 video cameras.
50,000 users, each with a unique credential.
Unlimited access levels and rules.
Unlimited reporting
QUALITY ASSURANCE
Readers used shall be provided with firmware upgrades from the manufacturer free of charge.
Readers shall be covered by a manufacturer’s warranty for a minimum of 5 years. The following aspects shall be covered: 
Electrical
Electronic
Component
Mechanical 
The system vendor shall offer a 5-year non-prorated warranty to cover the reader components and include all software upgrades.


RELATED DOCUMENTS
The system must interact with other physical parts of the facility and any construction either new or remodelled. 
When determining locations for placement of hardware, the installer shall follow all appropriate building codes and laws concerning life safety and construction.
COMPLIANCE
[bookmark: _Hlk23173716]The system shall comply with:
The General Data Protection Regulation (GDPR) 2018
EN60839-11-1 Grade 1
EN60839-11-1 Grade 2
[Proximity readers] [Paxton10 readers] shall comply with the following standards:
EN 301 489-1 for EMC {EU}
EN 300 330 for Radio {EU}
EN 60950-1 for Safety {EU}
IEC/EN 60950-1 for Safety {ROW}
FCC Part 15C for Radio {US}
UL294 for Safety {US}
RSS-GEN, 210 for Radio {Canada}
CS C22.2 NO. 205-M1983 for Safety {Canada}
IP67 for Moisture resistance
[Keypad readers] [Paxton10 keypad readers] shall comply with the following standards:
EN 301 489-1 for EMC {EU}
EN 300 330 for Radio {EU}
EN 60950-1 for Safety {EU}
IEC/EN 60950-1 for Safety {ROW}
FCC Part 15C for Radio {US}
UL294 for Safety {US}
RSS-GEN, 210 for Radio {Canada}
CS C22.2 NO. 205-M1983 for Safety {Canada}
IP67 for Moisture resistance
IK10 for Impact resistance 
[Vandal resistant readers] [Paxton10 VR readers] shall comply with the following standards:
EN 301 489-1 for EMC {EU}
EN 300 330 for Radio {EU}
EN 60950-1 for Safety {EU}
IEC/EN 60950-1 for Safety {ROW}
FCC Part 15C for Radio {US}
UL294 for Safety {US}
RSS-GEN, 210 for Radio {Canada}
CS C22.2 NO. 205-M1983 for Safety {Canada}
IP67 for Moisture resistance
IK10 for Impact resistance 
Desktop readers shall comply with the following standards:
EN 301 489-1 for EMC {EU}
EN 300 330 for Radio {EU}
IEC/EN 60950-1 for Safety {EU}
FCC Part 15C for Radio {US}
RSS-GEN, 210 for Radio {Canada}
UL/CSA 62368-1 for Safety {US/Canada}


GENERAL REQUIREMENTS FOR FUNCTIONALITY
Through use of a proximity reader, it shall be possible to read a user’s credential.
A credential holder shall be able to present their token or Smart device to the reader to gain valid access to an access point.
Presentation of an invalid credential shall not allow access.
A credential holder shall be able to present their token to the reader to control a device.
Presentation of an invalid credential shall not action the device.
Visual feedback shall be provided to the user upon presentation of a credential.
Feedback shall indicate if the credential is valid or invalid for the intended action.
Audible feedback shall be provided to the user upon presentation of a credential.
Feedback shall indicate if the credential is valid or invalid for the intended action.
Through use of a keypad reader, it shall be possible for a user to enter a PIN or code to identify themselves.
It shall be possible to use a PIN or code in conjunction with a proximity token or Smart device to further enhance security.
The system shall require a user authentication mode appropriate for the device or access point to be interacted with. The operating mode shall automatically change itself at various times of the day or days of the week according to its configuration.
All readers used on the external perimeter of the site shall be IK10 rated for security.
It shall be possible to mix-and-match readers to fulfil the requirements of the project:
Readers shall be connected to the controller:
Readers shall communicate with the controller.
Readers shall be powered by the controller.
The system shall record entry and device events.
An event shall be generated for the following door entry activity:
Following a valid credential being read, when the door is unlocked.
Following an invalid credential being read, when the door is not unlocked.
When the door is forced.
When the door is left open.
When multiple incorrect digits are entered at a keypad reader resulting in a hacker alarm.
An event shall be generated for the following intruder alarm activity:
Following a valid credential being read, when the alarm is armed.
Following a valid credential being read, when the alarm is disarmed.
Following an invalid credential being read.
An event shall be generated for the following device activity:
Following a valid credential being read, when the device is turned on or off.
Following an invalid credential being read.
All events shall be time and date stamped.
All events shall contain which door or device they relate to.
All events shall be communicated with the Server in real-time
The system shall be versatile:
The system shall remain operational while the server is offline.
Each controller and its readers shall remain operational while the network or other controllers are unavailable.
Each controller shall be fitted with a battery backup, to maintain operation to it and its readers during power failure. {Remove if no battery is fitted}
The battery shall be monitored by the system and provide the current battery state and charge in the user interface.
GENERAL REQUIREMENTS FOR COMMUNICATIONS 
Controller to Reader
Readers shall communicate with a controller over the following, or technical equivalent, cable:
22AWG, 4 core twisted pair
Maximum cable length shall be 100m (328')
All readers shall be provided with 5m (16.4') of 22AWG 4 core twisted pair cable at no additional cost.
All readers shall communicate using an RS485 protocol.
Each controller shall support at least 2 wired readers.
Readers shall be automatically detected by the controller.
No manual addressing shall be required.
Computer to Desktop reader
Desktop readers shall communicate with a client PC over the following cable:
Mini USB to USB
The desktop reader shall input data to the Paxton10 software via a client PC.
The desktop reader shall be plug-and-play, utilizing keyboard output.
The system shall utilise standard networking protocols to allow installation on corporate infrastructure.


PRODUCTS
MANUFACTURERS
Acceptable manufacturer: Paxton {Delete if necessary}
Email address: {Delete options which are not required}
{UK} [support@paxton.co.uk] 
{FR} [support@paxtonaccess.fr] 
{US} [supportUS@paxton-access.com]
{DE} [verkauf@paxton-gmbh.de]
{NL} [support@paxton-benelux.com]
Telephone number: 
{UK} [01273 811011]
{FR} [01 57 32 93 56] 
{US} [877.438.7298]
{DE} [0251 2080 6900]
{NL} [076 3333 999]
Skype: 
{UK} [Paxton.support]
{FR} [Paxton.benelux.support]
{US} [usaPaxton.support]
{DE} [Paxton.gmbh.support]
Substitutions: Not permitted. {Delete if necessary}
The components of the system shall be available from a single source manufacturer to assure compatibility of products.
The manufacturer of the reader shall also provide an Access Control System.
The manufacturer of the reader shall also provide a Door Entry System. 
Substitution Limitations
It shall be possible to install a reader into an existing [Paxton10] system.
It shall be possible to install a reader as a functional replacement to an existing reader. 
SPECIFIC REQUIREMENTS FOR TOKENS
The manufacturer of the reader shall be able to supply Paxton HiTag2 125KHz tokens.
The supplied tokens shall contain an authentication method to deter the copying and unauthorised use of tokens.
SPECIFIC REQUIREMENTS FOR [PAXTON10] READER {Delete as required}
Features
The item shall contain multi-format reading technology, providing support for multiple credential formats concurrently.
The item shall contain Bluetooth Low Energy (BLE) support to allow communication to mobile and wearable devices.
The item shall provide quick and easy installation.
The item shall be energy efficient, using a low power sleep mode with capacitive wake-up.
The item shall be IP rated for external use.
Credential Identification
The item shall contain a proximity reader.
At a minimum, the following token technology shall be supported:
Paxton Hitag2 125kHz
EM4100/02
EM4200
Sony FeliCa Lite-S 
MIFARE 1K
MIFARE 4K
MIFARE Ultralight / C
MIFARE DESFire / EV1
MIFARE Mini
HID 125kHz 
Bluetooth Smart
All of the above token technology shall be supported concurrently.
The following formats of credential shall be supported:
ISO card
Clamshell
Minifob / keyfob
Proxidisc
Watchprox
Hands free token
Smartphone
Bluetooth Smart device
Bluetooth wearable device
Token read range, at indoor temperature, for each token type shall be at minimum:
Hitag2
1. ISO card – 2.2" (57mm)
2. Clamshell – 2.2" (57mm)
3. Minifob – 1.1" (29mm)
4. Proxdisc – 1.7" (43mm)
5. Watchprox – 0.5" (12mm)
EM
6. EM minifob – 1" (26mm)
7. EM Proxdisc – 1.3" (32mm)
8. EM4100 ISO card – 1.7" (43mm)
9. EM4200 ISO card – 1.2" (30mm)
MIFARE
10. Magnadata 1443 1k – 1.5" (39mm)
11. Magnadata 1443 4k – 1.6" (40mm)
12. NXP Classic 1K – 1.8" (45mm)
13. NXP Classic 4K – 1.5" (38mm)
14. Magnadata DESFire – 1.1" (29mm)
15. NXP PLUS S – 1.2" (30mm)
16. NXP Ultralight – 1.7" (44mm)
17. R5 – 1" (26mm)
18. Felica – 1.4" (36mm)
HID
19. 36 bit – 1.3" (34mm)
20. 34 bit – 1.1" (29mm)
21. 26 bit – 1.3" (32mm)
Bluetooth read range shall be configurable in the system software.
The following Bluetooth modes shall be available:
22. Bluetooth off
23. Short range / token mode
24. Touch to enter / pocket range
25. Long range
Power Supply
The item shall operate from DC power supplied by the controller.
No additional power source shall be required.
Operating voltage shall not exceed 12V DC.
Power consumption while idle shall not exceed 0.5W.
It shall be possible to turn off Bluetooth comms, which may reduce power consumption further.
Communication
It shall be possible to place the reader at a distance of at least 328' (100m) from the controller without communication becoming impaired.
The item shall instantiate its presence to the controller to provide automatic detection.
The item shall communicate its serial number and reader type.
The item shall communicate its functional status when requested by the controller.
The item shall communicate token data of a variety of formats and lengths.
The item shall communicate with tokens using:
125 kHz radio frequency
13.56 MHz radio frequency
2.4 GHz radio frequency
Display
The item shall house a stylish LED display.
This shall consist of a single RGB LED.
The LED shall indicate the following states and events:
Valid credential read
Invalid credential read
Invalid permissions
Unknown credential
Barred credential
Intruder alarm arming
Intruder alarm armed
Intruder alarm disarmed
Door unlocked
Output turned on
The LED shall remain on by default to provide support for locating the reader in unlit environments.
It shall be possible to disable the LED while idle.
Audio
The item shall contain a Piezo buzzer for audible feedback
A tone shall sound to indicate the following events:
Valid credential read – access granted
Invalid credential read – access denied
Invalid permissions
Unknown credential
Barred credential
It shall be possible to disable the audible feedback to provide silent operation.
Temperature
The item shall meet the required temperature standards for an external product
The item shall operate reliably within the temperature range of -31°F to +150.8°F 
(-35°C to +66°C).
Housing
The item shall be stylish and modern.
The item shall be low profile.
There shall be no visible fixings on the item.
Housing material shall consist of PC and ABS
The item shall be available in black
The following mounting options shall be available:
Surface mounting
Dimensions
The dimensions shall not exceed:
A width of 1.9" (49mm)
A height of 4.1" (104mm)
A depth of 0.6" (17.2mm)

SPECIFIC REQUIREMENTS FOR [PAXTON10] KEYPAD READER {Delete as required}
Features
The item shall contain multi-format reading technology, providing support for multiple credential formats concurrently.
The item shall contain Bluetooth Low Energy (BLE) support to allow communication to mobile and wearable devices.
The item shall contain a 12-key keypad, providing support for PIN and Code credentials.
The item shall provide support for two-factor authentication. 
The following authentication operating modes shall be available:
Token only
PIN only
Code only
Token + PIN
Token + Code
Token or PIN
Token or Code
Token or PIN or Code
It shall be possible to have a specified operating mode for specified time schedules.
The system shall generate a key hacker alarm event following 20 key presses without a valid PIN or Code. 
The item shall provide quick and easy installation.
The item shall be energy efficient, using a low power sleep mode with capacitive wake-up.
The item shall be IP rated for external use.
The item shall be IK rated for vandal resistance.
Credential Identification
The item shall contain a proximity reader.
At a minimum, the following token technology shall be supported:
Paxton Hitag2 125kHz
EM4100/02
EM4200
Sony FeliCa Lite-S 
MIFARE 1K
MIFARE 4K
MIFARE Ultralight / C
MIFARE DESFire / EV1
MIFARE Mini
HID 125kHz 
Bluetooth Smart
All of the above token technology shall be supported concurrently.
The following formats of credential shall be supported:
ISO card
Clamshell
Minifob / keyfob
Proxidisc
Watchprox
Hands free token
Smartphone
Bluetooth Smart device
Bluetooth wearable device
Token read range, at indoor temperature, for each token type shall be at minimum:
Hitag2
26. ISO card – 2" (52mm)
27. Clamshell – 2.2" (55mm)
28. Minifob – 0.9" (24mm)
29. Proxdisc – 1.5" (37mm)
30. Watchprox – 0.4" (10mm)
EM
31. EM minifob – 0.9" (24mm)
32. EM Proxdisc – 1.2" (30mm)
33. EM4100 ISO card – 1.5" (38mm)
34. EM4200 ISO card – 1" (26mm)
MIFARE
35. Magnadata 1443 1k – 1.6" (40mm)
36. Magnadata 1443 4k – 1.7" (42mm)
37. NXP Classic 1K – 1.7" (43mm)
38. NXP Classic 4K – 1.5" (37mm)
39. Magnadata DESFire – 1.1" (29mm)
40. NXP PLUS S – 1.1" (28mm)
41. NXP Ultralight – 1.8" (46mm)
42. R5 – 0.9" (24mm)
43. Felica – 1.4" (36mm)
HID
44. 36 bit – 1.1" (28mm)
45. 34 bit – 0.9" (24mm)
46. 26 bit – 1.1" (29mm)
Bluetooth read range shall be configurable in the system software.
The following Bluetooth modes shall be available:
47. Bluetooth off
48. Short range / token mode
49. Touch to enter / pocket range
50. Long range
The item shall contain a keypad.
The following formats of credential shall be supported:
PIN
Code
Each user may be assigned a PIN
System PIN length shall be configurable to meet the security requirements of the project.
All PINs on the system must be the same length.
The system shall support a PIN length of 4 to 8 digits.
There shall be a minimum of 100,000,000 possible PIN combinations.
A user may define their own PIN.
PINs shall be used to identify which user has gained access.
Each device may be assigned a code
The system shall support codes of length between 4 and 8 digits.
The system shall support codes of different lengths.
Each device may be assigned multiple codes.
The same code may be used on multiple devices.
There shall be a minimum of 111,110,000 possible code combinations.
Codes shall be generic and will not identify the user. The user shall be identified only if using a Token + Code authentication method. 
Power Supply
The item shall operate from DC power supplied by the controller.
No additional power source shall be required.
Operating voltage shall not exceed 12V DC.
Power consumption while idle shall not exceed 0.5W.
It shall be possible to turn off Bluetooth comms, which may reduce power consumption further.
Communication
It shall be possible to place the reader at a distance of at least 328' (100m) from the controller without communication becoming impaired.
The item shall instantiate its presence to the controller to provide automatic detection.
The item shall communicate its serial number and reader type.
The item shall communicate its functional status when requested by the controller.
The item shall communicate token data of a variety of formats and lengths.
The item shall communicate with tokens using:
125 kHz radio frequency
13.56 MHz radio frequency
2.4 GHz radio frequency
Display
The item shall house a stylish LED display.
This shall consist of a single RGB LED.
The LED shall indicate the following states and events:
Valid credential read
Valid token
Valid PIN
Valid Code
Invalid credential read
Invalid permissions
Unknown credential
Barred credential
Key hacker alarm
Two-factor authentication
Requires PIN to complete request
Requires Code to complete request
Intruder alarm arming
Intruder alarm armed
Intruder alarm disarmed
Door unlocked
Output turned on
The LED shall remain on by default to provide support for locating the reader in unlit environments.
It shall be possible to disable the LED while idle.
Audio
The item shall contain a Piezo buzzer for audible feedback
A tone shall sound to indicate key press.
A tone shall sound to indicate the following events:
Valid credential read – access granted
Invalid credential read – access denied
Invalid permissions
Unknown credential
Barred credential
It shall be possible to disable the audible feedback to provide silent operation.
Temperature
The item shall meet the required temperature standards for an external product
The item shall operate reliably within the temperature range of -31°F to +150.8°F 
(-35°C to +66°C).
Housing
The item shall be stylish and modern.
The item shall be low profile.
There shall be no visible fixings on the item.
Housing material shall consist of PC and ABS
Keypad material shall be hardened silicone
The item shall be available in black
The following mounting options shall be available:
Surface mounting
US Backbox mounting (via a backbox adaptor)
Dimensions
The dimensions shall not exceed:
A width of 2.5" (63.8mm)
A height of 4.1" (104mm)
A depth of 0.7" (18.2mm)

SPECIFIC REQUIREMENTS FOR [PAXTON10] VANDAL RESISTANT READER {Delete as required}
Features
The item shall contain multi-format reading technology, providing support for multiple credential formats concurrently.
The item shall contain Bluetooth Low Energy (BLE) support to allow communication to mobile and wearable devices.
The item shall provide quick and easy installation.
The item shall be energy efficient, using a low power sleep mode with capacitive wake-up.
The item shall be IP rated for external use.
The item shall be IK rated for vandal resistance.
Credential Identification
The item shall contain a proximity reader.
At a minimum, the following token technology shall be supported:
Paxton Hitag2 125kHz
EM4100/02
EM4200
Sony FeliCa Lite-S 
MIFARE 1K
MIFARE 4K
MIFARE Ultralight / C
MIFARE DESFire / EV1
MIFARE Mini
HID 125kHz 
Bluetooth Smart
All of the above token technology shall be supported concurrently.
The following formats of credential shall be supported:
ISO card
Clamshell
Minifob / keyfob
Proxidisc
Watchprox
Hands free token
Smartphone
Bluetooth Smart device
Bluetooth wearable device
Token read range, at indoor temperature, for each token type shall be at minimum:
Hitag2
51. ISO card – 2.4" (61mm)
52. Clamshell – 2.3" (58mm)
53. Minifob – 0.9" (24mm)
54. Proxdisc – 1.6" (40mm)
55. Watchprox – 0.7" (19mm)
EM
56. EM minifob – 1" (26mm)
57. EM Proxdisc – 1.3" (32mm)
58. EM4100 ISO card – 1.8" (46mm)
59. EM4200 ISO card – 1.4" (36mm)
MIFARE
60. Magnadata 1443 1k – 1.1" (28mm)
61. Magnadata 1443 4k – 0.3" (8mm)
62. NXP Classic 1K – 0.7" (18mm)
63. NXP Classic 4K – 1.1" (28mm)
64. Magnadata DESFire – 1.1" (28mm)
65. NXP PLUS S – 1.1" (28mm)
66. NXP Ultralight – 1.1" (28mm)
67. R5 – 0.9" (24mm)
68. Felica – 1.1" (28mm)
HID
69. 36 bit – 1.2" (30mm)
70. 34 bit – 0.9" (22mm)
71. 26 bit – 1.3" (32mm)
Bluetooth read range shall be configurable in the system software.
The following Bluetooth modes shall be available:
72. Bluetooth off
73. Short range / token mode
74. Touch to enter / pocket range
75. Long range
Power Supply
The item shall operate from DC power supplied by the controller.
No additional power source shall be required.
Operating voltage shall not exceed 12V DC.
Power consumption while idle shall not exceed 0.5W.
It shall be possible to turn off Bluetooth comms, which may reduce power consumption further.
Communication
It shall be possible to place the reader at a distance of at least 328' (100m) from the controller without communication becoming impaired.
The item shall instantiate its presence to the controller to provide automatic detection.
The item shall communicate its serial number and reader type.
The item shall communicate its functional status when requested by the controller.
The item shall communicate token data of a variety of formats and lengths.
The item shall communicate with tokens using:
125 kHz radio frequency
13.56 MHz radio frequency
2.4 GHz radio frequency
Display
The item shall house a stylish LED display.
This shall consist of a single RGB LED.
The LED shall indicate the following states and events:
Valid credential read
Invalid credential read
Invalid permissions
Unknown credential
Barred credential
Intruder alarm arming
Intruder alarm armed
Intruder alarm disarmed
Door unlocked
Output turned on
The LED shall remain on by default to provide support for locating the reader in unlit environments.
It shall be possible to disable the LED while idle.
Audio
The item shall contain a Piezo buzzer for audible feedback
A tone shall sound to indicate the following events:
Valid credential read – access granted
Invalid credential read – access denied
Invalid permissions
Unknown credential
Barred credential
It shall be possible to disable the audible feedback to provide silent operation.
Temperature
The item shall meet the required temperature standards for an external product
The item shall operate reliably within the temperature range of -31°F to +150.8°F 
(-35°C to +66°C).
Housing
The item shall be low profile.
Housing material shall consist of PC, ABS, and ASTM B86
The following mounting options shall be available:
Surface mounting
Dimensions
The dimensions shall not exceed:
A width of 2.3" (57.6mm)
A height of 4.2" (106mm)
A depth of 0.8" (19.5mm)

SPECIFIC REQUIREMENTS FOR DESKTOP READER
Features
The desktop reader shall facilitate assigning tokens to users.
The desktop reader shall read multiple types and formats of proximity tokens.
The desktop reader shall identify tokens/credentials that have already been assigned to users. 
The desktop reader shall eliminate the need to know each token’s number. 
In systems with several client PCs, the system shall be able to support multiple desktop readers.
The desktop reader shall output a unique ID from each token presented.
The desktop reader shall output a unique ID from a variety of formats and lengths.
User interaction
The desktop reader shall operate in an intuitive mode:
When an unassigned token/credential is presented, the system software shall automatically create the user record and user screen for entering user information as well as other security settings.
When the operator is already in a user record, and an unassigned token/credential is presented, the software shall display the option to add the token/credential to the current record.
When an existing token/credential is presented to the desktop reader, the software shall automatically retrieve and display the user record associated with that user. If there are multiple tokens/credentials assigned to that user, the software shall highlight the specific one presented.
The reader shall be plug & play.
Proximity reader
The item shall contain a proximity reader. 
At a minimum, the following token technology shall be supported:
Paxton HiTag2 125KHz
HID 125KHz
EM4100/02
EM4200
Sony FeliCa Lite-S 
MIFARE 1K
MIFARE 4K
MIFARE Ultralight / C
MIFARE DESFire / EV1
MIFARE Mini
All of the above token technology shall be supported concurrently.
The following formats of credential shall be supported:
ISO card
Clamshell
Minifob / keyfob
Proxidisc
Watchprox
Hands free token
Power supply
The item shall be powered via USB.
Communication
The desktop reader shall connect to a PC via a Mini USB to USB cable.
Display
The item shall house a stylish LED display.
The LEDs shall indicate the following states:
Item powered / ready to use
Credential being read
Temperature
The item shall meet the required temperature standards for an internal product
The item shall operate reliably within the temperature range of 0°C to +49°C (32°F to 120°F)
Housing
The item shall be stylish and modern.
The product shall be available in black
Dimensions
The desktop reader dimensions shall not exceed:
A width of 115mm (4.5")
A height of 19mm (0.7")
A depth of 75mm (3")
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MIFARE®, MIFARE® Classic, DESFire®, MIFARE® Plus and MIFARE® Ultralight C are trademarks of NXP B.V.
FeliCa® is a registered trademark of Sony Corporation.
HID is a registered trademark of HID Global Corporation.
Intel® is a registered trademark of Intel Corporation.
Microsoft and Windows are registered trademarks of Microsoft Corportation.
Bluetooth is a registered trademark of Bluetooth SIG.
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