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Integration av HID® SEOS tokens med ditt Net2-
system

Oversikt

Denna konfiguration ar for kunder som vill anvanda
HID® SEOS tokens samtidigt som de kan inkorporera
PaxLocks i systemet. Detta mojliggor att externa dorrar i
utkanten sakras med SEOS-uppgifter samtidigt som de
enkla och kostnadseffektiva PaxLocks kan anvandas pa
interna dorrar

Utrustning som kravs

HID® Signo™ lasare (vilken lasare som helst i HID-ldsarsortimentet som kan lasa HID® SEOS tokens).

HID® OMNIKEY® 5427 USB stationar lasare

Net2 v6.9 eller hogre
En PaxLock

HID® SEOS ISO-kort - 5006PGGAN7 H10302

L asare

HID® Signo™-ldsare kan anvandas i sin standardkonfiguration. Sa ldnge lasaren ar installd for att ldsa HID®
SEOS tokens kommer den att skicka ut korrekt data till Net2 kontrollenheten.

Outputen fran lasaren, nar den anvands med de specificerade HID® tokens, kommer att vara 37-bit
Wiegand. Net2 kommer automatiskt att acceptera denna output nar systemet ar konfigurerat i enlighet

med denna applikationsanteckning.

Om lasarens konfiguration behdver stallas in, maste konfigurationsappen fran HID® anvandas.
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Bordslasarkonfiguration

| denna konfiguration anvander vi tva olika tokennummer tagna fran samma kort. For att detta ska fungera
maste USB-ldsaren i den stationdra datorn konfigureras for att skicka uppgifterna om bada numren till Net2
under registreringen

1. Den konfiguration som kravs for att detta ldge ska fungera korrekt i Net2 finns i konfigurationsfilen,
'Pax_OmiKey.cfg’ vilken kan laddas ner har www.Paxton.Info/6940

2. For att konfigurera HID®-Idsaren pa en stationar dator behover du dven programvaran HID® OMNIKEY®
Workbench

3. IHID® OMNIKEY® Workbench, klicka pa “Lasare”

HID Workbench 22 < = m] X

i Home
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W CCID driver
* Application

o About

@ Powering
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4. Klicka pa“Lasarinstallningar”

HID Workbench22 <

fr  Home Available Readers HID OMNIKEY 5427 CK

[SE(EHt READER DIAGNOSTIC READER SETTINGS
E HID OMNIKEY 5427 CK —
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http://www.Paxton.Info/6940
https://www.hidglobal.com/drivers/47911
https://www.hidglobal.com/drivers/47911
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Andra driftlaget till “CCID" och klicka p& “Anvand”

HID Workbench2.2 <

Available Readers HID OMNIKEY 5427 CK
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| E HID OMNIKEY 5427 CK

D CCID driver

° Application 7

o About

Operating m

EEM Interface .

CANCE| APPLY

Klicka pd “HID® OMNIKEY® 5427 CK CL 0% scrolla till “Lasaruppladding” och klicka pa “Kor fil”

HID Workbench22 <

Home Available Readers HID OMNIKEY 5427 CK CLO

| 5 < JAGNOSTIC CARD DIAGNOSTIC READER SETTINGS CARD TECHNOLOGIEf READER UPLOAD
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L=
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7. Vélj filen Pax_OmiKey.cfg, klicka p& “Oppna”

= Sedect path for file to upioad

2 = &+ Downloads : . marich Dowmioedh
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8. Klicka pa “Ladda upp”

HID workbench22 <

Available Readers HID OMNIKEY 5427 CK CL O
L0  Readers o < JNAGNOSTIC CARD DIAGNOSTIC READER SETTINGS CARD TECHNOLOGIES READER UPLOAD
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01.05.0176

Configuration

Custom Configuration

Loaded file: HIDPaxDecV1 (1).cfg

CANCEL UPLOAD
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9. Klicka pad “Fortsatt”

Do you want to pr{:ceed?

An upload process will take several minutes. During the process please: do
not unplug the reader, do not close the Workbench application.

A CONTINUE

10. Klicka pd “OK”" for att stdnga applikationen

Firmware upload process
% Upload complete

Configuration
° Loading configuration: Custom Configuration

Nu ndr USB-lasaren pd den stationara datorn ar korrekt konfigurerad, kommer den att leverera tva token-
certifikat till Net2 varje gdng en token presenteras for den.
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Kort

De tokens som anvands for denna integration maste vara “HID® SEOS ISO cards - 5006PGGAN7 H10302"
vilket sakerstéller att tokens har ett statiskt UID och ett unikt 37-bitarsnummer kodat i det sakra minnet.

Observera: “HID® SEOS ISO cards - 5006PGGAN7 H10302" ar bestallningsreferensen fran HID® och bor
anvandas vid kop av tokens.

HID®-lasare kommer att lasa den sakra credentialen, Paxton-lasare, inklusive Paxlocks och Entry-paneler,
kommer att 1dsa det statiska UID:et.

Nar registrerade med hjalp av Custom DTR kommer tva certifikat att skapas for varje token, ett for det sakra
certifikatet och ett for UID:et.

Konfigurera Net2-programvaran

Driftsattning av Net2
Alla ACU:er som kommer att ha HID®-Idsare anslutna maste konfigureras for att vara i Wiegands

standardlage.

Observera for Paxlocks: Om Paxlocks med dldre versioner av firmware aterstélls, maste en standard

Paxton-token, som ér giltigt pa systemet, anvandas for att binda Paxlock till Net2-systemet, HID® tokens kan
inte anvandas forrdn du har uppdaterat till v6.9.

Wiegand-regelkonfiguration

1. Logga in pa Net2-serverns konfigurationsverktyg
2. Klicka pa fliken ‘Wiegand’

o Net2 Server Configuration Utility X

Featuies Diagnostics I Frinter Options I
General I Database ' TCRPAP Modes Met2Air Bridges I HTHL Reports Email SMS Security

Template Custom

Mumber of bits ar i’
Fulel = @ RARARRRRARRRARARARRRRARARARLARLARARRRRAY
Rulz 2

Fule 3
Rulz 4
Rule &

“'ou can configure & custom Wiegand format, of up to 50 bits, by specifping up ta 5 rules. The following would be an example of 26 &
bit, with a site code of 45 [0x20)]

Fule 1 ==00101101AA5AAAAAAAAALALL,

Rule 2 = EDDDDDDDD DD DOMRoueoueoudan

Rule 3 = 304400 DD DD DD DD DDO

4 -Don 't care

O-Muszt be zem

T-Must be one

&-Taken nurmber

[1-Drata to be used for calculating parity check far rule.

E-Even parity of ‘D' bits

0-0dd parity of ‘D" bits

Rule 1 zpecifies that bitz 29 should be 00101107, which iz the site code check. |t also specifies that bitz 10-25 are the token
rrmber,

Fiule 2 specifies that bit 1 is the Even parity of bits 2-13

Fiule 3 specifies that bit 26 iz the odd parity of bits 14-25

v
Desktop reader operating mode [EM4100 only]  Auto detect w
ak. Cancel Apply




3. Aktivera‘Wiegand- konfiguration’

o Net2 Server Configuration Utility

X
Features Diagnostics PFrinter 0 ptions |
General | Datsbase  Wiegand TCP/IP Modes | Net2dirBridges | HTML Reports Email SM3 Security
8 wiegahd Configuration
& |Dual credential w |
Nurmber of bits j7 j:
Rule 1
Rule 2
Rule 3
Rule 4
Rule 5
“You can configure a custom ‘Wiegand format, of up to 50 bits, by specifying up to 5 rules. The following would be an example of 26 &
bit, with a site code of 45 [0x20]
Rule 1 =x00101101
Rule 2 = EDDDDDDDDDDDD
Rule 3 = M00000adadDDDDDDDDDDD DO
# -Don't care
O-Must be zero
1-Must be one
A-Token number
D-Data to be used for calculating parity check for ke,
E-Even parity of ‘D" bits
0-0dd parity of 'D" bits
Rule 1 specifies that bits 2-9 should be 00101107, which iz the site code check. It alzo specifies that bitz 10-25 are the token
number
Fiule 2 specifies that bit 1 iz the Even parity of bits 2-13
Fiule 3 specifies that bit 28 is the odd parity of bits 14-256 -
Desktop reader operating mode [EM4100 anly)  Auto detect e
ak Cancel Apply
. o . N Y . ’ . o . ’
4. Klicka pé rullgardinsmenyn ‘Mall; valj‘Dubbla certifikat’ och klicka pd ‘Anvand
o Net2 Server Configuration Utility x
Features | Met2air Settings Diagnostics Printer Options I
General | Database Wwiegand | TCPAP Modes I Net2Air Bridges HTHML Reports I Email SMS Security
i @ wiegand Configuration
Template
Mumber of bitz
Ruel ¥ OO R AR ARRRARARARARARARRRALA
Fiule 2
Fule 3
Fiule 4
Fule &
You can configure a custom Yiegand format, of up to 50 bits, by specifying up to 5 riles. The following would be an example of 26 &
bit, with a site code of 45 (0x2D)
Rule 1 =400101101
Rule 2 = EDDDDDDDDDDDDMSGe000000d
Rule 3 = 33600004040DDDDDDD0ODDD DO
¥ -Don 't care
O-Must be zern
1-Muszt be one
A-Token number
D-Data to be used for calculating parity check for rule.
E-Ewen parity of ‘D' bite
0-0dd parity of ‘D' bits
Rule 1 specifies that bits 2-3 should be 00101101, which is the site code check. |t also specifies that bits 10-25 are the token
number
Fiule 2 specifies that bit 1 is the Even parity of bits 2-13
Fiule 3 specifies that bit 26 iz the odd parity of bitz 14-25 -
Desktop reader operating mode (EM4100 only)  Auto detect e
~
ak Cancel Apply
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Installningar for dorrarna

1.

Logga in pd Net2 och valj en'Dorr’
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3. AndraToken-dataformat till‘Wiegand-standard’
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5. Upprepa for alla dorrar som anvander HID-lasare
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Registrera kort
Valj en“Anvandare” i Net2
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3. Klicka pd “Ny token” och valj “Dubbla certifikat”
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4. Presentera en HID-token for den stationara lasaren

b

Tena Than

Tva tokens kommer att ldggas till i anvandarens uppgifter. Klicka pa “Anvand”
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Anvandning

Nar ett certifikat presenteras for en HID® Signo™-ldsare, lases det sakra vardet fran token. Nar samma token
presenteras for en Paxlock, lases UID. Eftersom bada vardena har registrerats mot samma anvandare,

beviljas dtkomst i bada fallen.
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